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Project Summary 
 

Surname: HO  Forename:   Ki Fai, DANIEL  

Project Title:  Digital Photo Modification Detector (DPMD)  

1.) Use not more than 150 words to descript your project briefly and what are the main objects of 

your project. 

This project aims to develop a new system in the area of ñDigital Photo Ballistics / 

Forensicsò - as there is a lack of resources recently. A system ï ñDigital Photo 

Modification Detector (DPMD)ò with new defined file format that inherited from 

Standard JPEG (DPMD-JPG) has been created. It can guarantee the digital photos are 

originally output from camera without being edited. I wish this project; the DPMD 

System can be the guarantee, the certification and the evidence for proving the 

credibility of the digital photos. 

 

2.) What is the implication of your project? E.g. Your idea can it be used as a solution for some 

other problem? Or any relevance to the current issues in computing and the application domain? 

DPMD system is a type of data protection system. It also acts as a fake data detection 

system to detect any modifications on the ñoriginal dataò.  We may also apply this 

concept as an extension to protect other types of data, e.g. digital documents, medical 

records é etc. 

 

3.) What methodology you applied in your project and how you applied. E.g. Any Data Structure 

(stack, tree..), algorithm (searching, sorting, graph theory..) or database design, etc. 

Digital Signature: To detect if there are any modifications done to the photo. 

Cryptography:  Digital Signature, a seconder layer protection for the Digital Signature. 

Steganography: To make the DPMD-JPG file totally compatible with JPEG/JPG file. 

The ñsecret ï encrypted signatureò has been hidden inside the tags of JPEG metadata 

(Exchangeable image file format - EXIF). 
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4.) What techniques you used in solving the problem and how the problem was solved. E.g. ASP, 

JSP, DAO, CGI, Active-X, Database Server, SQL.. Find shortest path or your own method. 

The most critical problem in this project is how to make the modified digital photos 

can be detected. So, some modifications of the JPEG file must be done. 

In order to maintain the compatibility for the new file with current JPEG file, the new 

defined file structure must be totally compatible with the original JPEG file structure. 

After research, I decided to encrypt the digital signature and applied the concept of 

Steganography to embed them inside the tags of EXIF file header. 

 

5.) If you do this project again which area you should / can improve? E.g. Technique, written 

presentation, module, research area, scope, complexity, capacity, etc. 

As the DPMD System is good enough, if I do this project again, I think I will extend 

the protection area from JPEG/JPG file to the other data file format, e.g. Digital 

Documents, Clinical/Medical Recordsé etc. It may be called ñDigital Data 

Modification Detector (DDMD)ò. 

The scope and the research area for the DDMD will be much bigger and the system 

will be much more complex. 

 

6.) What you have learned from doing this project? 

This project is a great challenge to me, as Iôd like to do something new. I started to 

realize creative, innovation and dream is much more important then technical skills. As 

they could be transformed as motivation, to drive me overcome any technical 

limitations and other problems. 

From the technical point of view, Iôve learnt more in JPEG file structure and RSA 

crypto during the research stage. And I started to know more about them during the 

programming stage. 
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Abstract 
 

In this project, a new system has been developed to help in the area of Digital Photo 

Ballistics / Forensics, as there are lacks of resources in this area at this moment. The new 

system is named ñDigital Photo Modification Detector (DPMD)ò. 

 

ñDigital Photo Modification Detector (DPMD)ò is a trustworthy system. It can be used to 

prove if the digital photos (in JPG file format) are originally and directly being output by 

digital cameras. It is capable to identify digital photos that have been modified, changed or 

edited by software or any other methods. The system is able to detect any modifications 

within the photos, including the photo image itself and EXIF information (Camera info. & 

Photo properties). That is why DPMD system can be used to help ñDigital Photo Ballistics / 

Forensicsò. 

 

During this project, a large number of sample digital photos (over thousands of modified and 

non-modified photos in JPG/JPEG/DPMD-JPG format) have been used to evaluate the 

system. In order to prove the accuracy of the system, lots of testing cases have been designed 

according to different scenarios, to simulate different usages in real world. I have used photos 

that have been modified, changed or edited by different software and different methods. 

DPMD has successfully identified all the changes made to the photos. Therefore, DPMD 

system can be viewed as the guarantee, the certification or the evidence for proving the 

credibility of the digital photos. 
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1. Introduction 

1.1 ) Background 

Firstly, we needed to know what is ñDigital Photo Ballistics / Forensicsò, and 

how does it important. 

ñDigital Photo Ballistics / Forensicsò could be known as a way to detect, proving 

the digital photo has been edited or not. But there are no such kinds of official 

solutions that have been agreed by the world as a standard recently. So, at this 

moment only the film photos could be the well known and valid evidence at the 

court. And also, even the photojournalists are worrying about they are beginning 

to lose faith in photography, because of creating fake news with fake photos 

become a piece of cake. 

 
Fake News or not? Ref. Official Web Site ï Ministry of Foreign Affairs of Cuba. 

(http://www.cubaminrex.cu/english/The%20imperialism/Message%20from%20Fidel%20on%20his%2

0birthday.htm) (http://www.williampolito.com/blog/August_2006_blog.html) 

 

Therefore, it is very important to establish a system, a technique to authenticate, 

standardize the area of ñDigital Photo Ballistics / Forensicsò in digital 

photography. 

   

There are several popular digital image (photo) formats in most digital cameras. 

We should select which format we needed to investigate first.  

(We shall choose ñJPGò file in this project. And the reasons will be discuss in the 

further chapter.) 

  

http://www.cubaminrex.cu/english/The%20imperialism/Message%20from%20Fidel%20on%20his%20birthday.htm
http://www.cubaminrex.cu/english/The%20imperialism/Message%20from%20Fidel%20on%20his%20birthday.htm
http://www.williampolito.com/blog/August_2006_blog.html
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1.2 ) Motivation  

As a member of IT industry who love photography. I would like to develop a 

System, a Solution, a set of Tools that could be a reference in ñDigital Photo 

Ballistics / Forensicsò. 

 

Because of I saw the impact of the manipulation in the digital photo, especially in 

the area of courts and business, they are hesitated to face such kind of ñdigital 

evidenceò. Actually, this problem also affecting the other area such as science 

and politics also got the similar problem. 

 

 
Not all ñFake Photos/Newsò will tell you itself 

is ñFakeò.  

How can we ñmeasuringò it is real or not?  

Ref. (http://www.freakingnews.com/Pet-

Weapons-Pictures--379.asp) 

This is a fake photo about tsunami which 

can be found in internet. Tsunami seems 

really happening according to this photo. 

 Ref. (http://www.hoax-slayer.com/fake-

tsunami-image.html) 
Č Could it be one of the reasons for the digital photos are hard to be evidence at the court.  

 

1.3 ) Objectives 

Therefore, I would like to develop a new system ñDigital Photo Modification 

Detector (DPMD)ò in this project.  

The follows are the main functions of ñDPMDò. 

o Fake Digital Photo Detector (FDPD) 

¶ Digital Photo Analysis 

o Digital Photo Protector (DPP) 

¶ Digital Photo Re-encoding 

¶ Data Protection with Strong Encryption 

ü Digital Signature 

ü Encryption 

ü Generate New JPG Format that compatible with standard JPEG 

application 

 

o EXIF / HEX Data Display 

http://www.freakingnews.com/Pet-Weapons-Pictures--379.asp
http://www.freakingnews.com/Pet-Weapons-Pictures--379.asp
http://www.hoax-slayer.com/fake-tsunami-image.html
http://www.hoax-slayer.com/fake-tsunami-image.html
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I believe ñDPMDò will not only improve the positioning of digital image as 

evidence by digital forensics. It can provide solid support in the legal system 

(from criminal cases to civil cases), business, sciences and politics area in the 

modern world too. 

 

1.4 ) Hardware & Software Requirement 

1.4.1 ) Software 

a. Microsoft Windows XP Professional. 32-bit, English Edition with 

SP2/SP3 

b. Python Version 2.6.6 

c. EXIF Viewer 

d. HEX Editor 

e. Photo Editing / Processing Applications 

 

1.4.2 ) Hardware 

a. Computers 

b. Digital Cameras 

c. Memory Media/Cards (e.g. CF Card, SD Card, SDHC Cardé etc.) 

d. Memory Card Readers (Multi -in-One) 

 

1.5 ) Development Tool of this project 

Iôm going to take this challenge with Python as the programming language. 

Based on  my research in this few weeks, I got the following result about 

Python:  Good Performance, Good Compatibility, Good Readabilityé etc.  So, 

Iôve decided to use Python as my development tool. 

 

1.6 ) Chapter Summary 

This chapter showed the problems faced by digital photographic area. And 

pointed out the importance of ñDigital Photo Ballistics / Forensicsò. Introduced 

my objective and presented the current situation to the world. Also list the 

hardware and software which help to resolve those difficulties. 
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2. Literature Review 

This chapter providing an overview of this project and introduces the related 

generals, documents & papers that collected during research. These are 

important and providing so many bright insights in the literature & industrial 

point of view. And the project will be developed based on them. 

 

2.1 ) Introduction  

In this project, the subject is digital photos. So, the 

image files (digital photos) directly output from 

the digital cameras will be the subject. And itôs 

file format will be the most critical point. 

 

 As mentioned at the pervious chapter, thereôre so 

much image file formats in the world, but not so 

much have been applied into the digital cameras. 

The most common file formats used by digital 

cameras are as follows: 
 

RAW  file format, the file size of it is smaller then TIFF file formats normally, it 

can be applied with different level of compression (from lossless to nearly-

lossless compression). Even a international standard (ISO 12234-2, TIFF/EP) [1] 

has been designed for raw image format, but reality, the format of ñRAW fileò 

from different camera are the proprietary of different camera manufactories 

themselves. That means the RAW files of Nikon, Canon, Sony, Olympus,.. etc. 

are different with each others, None of the camera manufactures have 100% 

follows the standard, most their RAW formats are not standardized and 

documented. User can only access the RAW Photos (files) by installing the 

appropriate ñCodecò or software. The structure of the RAW files can be known 

as their confidential business information. Therefore the RAW formats are not 

suitable to be select in this project unless we got the authority or support from 

the camera manufactures. 

 

TIFF  (Tagged Image File Format) is able to store 24 & 48 bits colors  in totals 

(8 / 16 bits per Red/Green/Blue). Some digital cameras applied LZW 

compression algorithm to produce lossless storage of TIFF file. But the file size 

of it is big and not compatible with the web browsers. There for it is not popular 

as the JPEG file format. 

  

http://en.wikipedia.org/wiki/File:Phalaenopsis_JPEG.png
http://en.wikipedia.org/wiki/File:Phalaenopsis_JPEG.png
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A sample photo of a flower compressed with successively more lossy compression ratios from 

left to right.  

Ref. http://en.wikipedia.org/wiki/Jpg 

 

 

JPEG/JPG/JFIF (Joint Photographic Experts Group) is a lossy compression 

method, the file size is small. It supported 24 bits colors total (8 bit per color 

R/G/B). The quality of image will not have noticeably detraction, but the 

quality will have suffered generational degradation when repeatedly edit and 

saved of the file.  

The strength of JPEG file that make it popular over the other file formats 

because of it is widely supported by both digital camera and web browser. (Ref. 

ISO/IEC 10918 [2]) 

 

According to there are no other standard and widely used images files format 

popular as JPEG/JPG. Therefore, it must be the best choose in this project. 

(Web Ref.: 

http://graphicssoft.about.com/od/formatsjpeg/JPEG_Format_About_JPEG_and_JPEG_2000_File_Formats

.htm {1} , http://www.jpeg.org/jpeg2000/CDs15444.html {2} ) 

 

 

 

2.2 ) JPG Files (Digital Photos) in Detail 

2.2.1 ) Structure & Codec of JPEG/JPG File 

There are several way to encode images into JPEG file. The most common way 

is done with JPEG Interchange File Format (JFIF) encoding. This process 

consists of several steps: 

 

i. Converting the representation of the colors in the image from RGB to 

YǋCBCR,  

(Y') : Luma component, representing brightness,  

(CB and CR) : Chroma components, representing color. Sometimes, this 

step has been skipped. 

 

ii.  Reduce the resolution of the chroma data, usually by a factor of 2. This 

reflects the fact of the eyes of human are less sensitive to fine color details 

than brightness details. 

  

http://en.wikipedia.org/wiki/Jpg
http://graphicssoft.about.com/od/formatsjpeg/JPEG_Format_About_JPEG_and_JPEG_2000_File_Formats.htm
http://graphicssoft.about.com/od/formatsjpeg/JPEG_Format_About_JPEG_and_JPEG_2000_File_Formats.htm
http://www.jpeg.org/jpeg2000/CDs15444.html
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iii.  Image will be splited into blocks of 8×8 pixels, for each block, each of the 

Y, CB, and CR data undergoes a discrete cosine transform (DCT). A DCT 

is similar to a Fourier transform in the sense that it produces a kind of 

spatial frequency spectrum. 

 
These values are converted from unsigned to signed integers (e.g., from 

[0, 255] to [ī128, 127]).  

 
Each block is converted to frequency space using a 2-D discrete cosine 

transform (DCT).  

 



OXFORD BACHELOR OF SCIENCE  Term 1, 2011 

BROOKES Joint Honours Computer &   

UNIVERSITY  Information System Final Year Project 

Name: HO Ki Fai, DANIEL Page 15 of 171 
Number: 0301-0509-0303 

 

Where 

 

Below is the result after performed the transformation on the above matrix. 

(all value rounded to the nearest two digits after decimal point): 

 
 

 

iv. Quantized the amplitudes of the frequency components. Small variations 

in color or brightness over large areas are much more sensitive than high-

frequency brightness variations in human eyes.  

So, the magnitude of the low-frequency component are stored more 

accuracy then high-frequency components. 

The quality setting of the encoder affects to what extent the resolution of 

each frequency component is reduced. If an extremely low quality setting 

has been applied, the high-frequency components may be totally 

discarded. 

Depending on the specific frequency and channel, each DCT coefficient, 

Bj,k, is then quantized by an amount Q: 
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For example: 

A typical quantization matrix specified by the original JPEG Standard as 

follows: 

 
 

The quantized DCT coefficients are computed with 

 
 

where G is the unquantized DCT coefficients; Q is the quantization matrix 

above; and B is the quantized DCT coefficients. 

Using this quantization matrix with the DCT coefficient matrix from 

above results in: 

 

 
 

e.g. using ī415 (the DC coefficient) and rounding to the nearest integer 

 
 

This stage is the primary source of information loss. A final entropy 

encoding is then employed. 

 

v. The resulting data for all 8×8 blocks will be compressed with a lossless 

algorithm, a variant of Huffman encoding. 

 

(Web Ref. http://en.wikipedia.org/wiki/JPEG { 3})  

http://en.wikipedia.org/wiki/JPEG
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The decoding process reverses these steps but except the quantization, because 

of quantization is irreversible. The detail of encoding and decoding processes 

will not be discuss because of itôs beyond the scope of this section. 

The draft of these process will be shown via the below chart. 

 

 
(Ref. http://upload.wikimedia.org/wikipedia/commons/thumb/6/68/JPEG_process.svg/350px-JPEG_process.svg.png) 

 

 

  

http://upload.wikimedia.org/wikipedia/commons/thumb/6/68/JPEG_process.svg/350px-JPEG_process.svg.png
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2.2.2 ) Existing solutions in ñDigital Image Ballisticsò  

 

2.2.2.1 ) By analysis the ñQuantization Tablesò of the JPG image. 

The above sequences of steps 1 to 4 are employed (with some variations) 

by JPEG encoders of digital cameras and photo-editing application.  

The selection of suitable quantization that subsequently controls the 

compression rates and artifacts is the primary source of variation. 

The quantization has been present as a form of table with 192 values, 

known as Quantization Table (ñQ Tableò) 

¶ A set of 8 × 8 values, for each of 3 channels YǋCBCR.  (8 x 8 x 3 = 

192) 

For low compression rates, these values tend towards a value of 1, and 

increase for higher compression rates. 

The quantization tables have been 

stored in DQT segments within the 

JPEG files. 

 

A sample of JPEG quantization table 

of Nikon Coolpix 2500 digital 

camera has been showed at the right 

hand side. 

 

The luminance & chrominance 

channel tables shown from top to 

bottom. Typically, the quantization 

for the luminance channel is less than 

the other two chrominance channels, 

and the quantization level is less for 

the lower frequency components. 

There are 192 entries (8 x 8 x 3), the 

range of these values typically from 1 

to 25. So, there can be 10268 possible 

quantization tables, this number is 

much smaller because the entries are 

not chosen independent of one another. 

To compare the uniqueness of JPEG quantization tables, we can do the 

analysis by extract them from the image files. After that, we can found out 

each camera matched 1.43 other cameras. That means 62 of the 204 

cameras had a unique table. Normally, so many cameras from the same 

manufacturer may share the same set of quantization tables. And also, not 

so much cameras are indistinguishable (only 2 or 3), But the PowerShot 

family of Canon is the exception, 28 different PowerShot have identical 

quantization tables.  

Thereôre several scenarios, different makes and models using same set of 

quantization tables. (It have been discovered that some cameras of Kodak, 

Nikon, Olympus, Pentax, and Sony are using the equivalence class.) 

Even the JPEG quantization table is not 100% unique, but this could be the 

effective way in narrowing the source of an image to a particular camera or 
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a small set of possible camera models / manufacturers. (On average, this set 

size is 1.43). 

 

Both of the software developers and camera manufacturers are considering 

very carefully during designing their quantization tables. They try their best 

in maintaining the balance of the image quality and compassion rate, for 

camera manufacturers, they need to consider the hardware matter also. 

 

Some photo-editing software packages have employ different JPEG 

quantization tables (e.g., Adobe Photoshop series, Nikon Capture series, 

Microsoft Digital Image Suite, etc.). For example ï Photoshop, it is the 

most popular photo-editing software in the world undeniably.  It provides 

13 levels of compression (from 0 to 12; from ñhighest compression & 

lowest qualityò to ñlowest compression & highest qualityò). According to 

some research, (Saving an image by different compression level in different 

version of Photoshop. i.e. Photoshop CS, Photoshop 7, Photoshop 4 and 

Photoshop 3) the quantization tables for different compression level were 

different. Moreover, the quantization tables for each of the same 

compression levels in different version of Photoshop are the same. This is 

the reason for an image can be linked to specific software / some possible 

software set.  

Based on the above, the quantization table could be view as a signature that 

embedded within each JPEG image file. It could be view as a crude form of 

digital image ballistics, one of the techniques in digital forensic to 

determine a photo has been saved by photo-editing software or not is by 

compare the quantization tables from the file with large volume of 

quantization tables library (Database that stored those quantization tables 

which had been employed by photo-editing software). But the reliability & 

accuracy for this technique is totally depended on the uniqueness of the 

ñQuantization tables Libraryò of large set of software & cameras. 

 

Recently, in collaboration with other ballistic and forensic tools, this 

technique should be proved as a best way in the forensic examination of 

digital images. 

 

Limitation s: 

Unfortunately, quantization tables are not always unique. Many open 

source tools sharing same set of quantization tables, and practically lots of 

them have "99% quality" the same. (i.e. the values of quantization tables 

are all "1 1 1 1 1 ....")  

And even between different cameras, the same quantization tables may be 

employed. For example, Nikon E2500 has quantization tables that match 

92% quality. The exact same quantization tables are used by the Epson 

PhotoPC 3000Z too. 

And also, this method cannot be used to protect the shooting data within 

EXIF header. The Camera setting, Timestamp can be modified easily but 

cannot be detect.. 
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(Ref. Digital Image Ballistics from JPEG Quantization [3], Using JPEG 

quantization tables to identify imagery processed by software [4]) 

(Web Ref. 

http://computer.forensikblog.de/en/2007/12/comparing_jpeg_quantization_tables.html{4} ) 

  

http://computer.forensikblog.de/en/2007/12/comparing_jpeg_quantization_tables.html
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2.2.2.2 ) Analysis the ñResolution Mattersò of the JPEG image 

Based on hardware limitation (e.g. Optical Sensor and cameraôs design) the 

resolutions of digital images output by a digital camera are fixed.  

e.g. the Digital Camera ~ Fujifilm Finepix F10 can only output the photos 

in following resolutions: 3024x2016, 2848x2136, 2048x1536, 1600x1200, 

or 640x480. 

Therefore, all the image files have the resolutions mismatched with the 

above. Those images must not directly output from Fujifilm Finepix F10. 

 

Limitation s: 

Unfortunately, some professional photo editing software is able to re-save 

JPEG file in user defined resolution. Therefore, photos cannot be proved its 

original generate by digital camera even the file resolution are matched 

with the appropriate digital camera 

(Web Ref. : http://www.hackerfactor.org/blog/index.php?/archives/244-Image-Ballistics-and-Photo-

Fingerprinting.html {5} ) 

 

2.2.2.3 ) Reference to the metadata (Exchangeable image file format - 

EXIF)  

There is a specification for the image file format used by digital cameras. 

This specification is based on the existing JPEG file format, it is known as 

ñExchangeable image file format (EXIF)ò.  Itôs version 2.1 was defined by 

Japan Electronic Industries Development Association (JEIDA) at 1998, and 

the latest version 2.3 was jointly formulated by ñJEITAò & ñCIPAò. Most 

of the digital camera manufacturers employed EXIF even this specification 

is not currently maintained by any industry or standard organization. 

The metadata tag of EXIF cover lots of information, e.g.: 

¶ Timestamp for the digital camera generate the photos. 

¶ Camera information - Camera Manufacturer, Camera Modelé etc. 

¶ Shooting data ï Orientation (rotation), aperture, shutter speed, focal 

length, metering mode, and ISO speedé etc. 

¶ Thumbnail ï Data for image file preview. 

¶ Description & copyright info. 

Thereôre some software application like ñExiftoolò & ñJPEGsnoopò can 

help in checking the EXIF data. 

Limitation s: 

Unfortunately, the metadata are not ñalways trueò, it could be proved by the 

following scenarios: 

i. Take a Photo by digital camera 

ii.  Check the EXIF by Exiftool, and Exiftool can identify the camera 

http://www.hackerfactor.org/blog/index.php?/archives/244-Image-Ballistics-and-Photo-Fingerprinting.html
http://www.hackerfactor.org/blog/index.php?/archives/244-Image-Ballistics-and-Photo-Fingerprinting.html
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iii.  Open the Photo by Photoshop and modify the photo 

iv. Save the modified photo 

v. Check the EXIF by Exiftool again, but Exiftool still identify the 

camera from EXIF data. 

(Ref. Design rule for Camera File system Version 1.0 [5], Exchangeable 

image file format for digital still cameras Exif Version 2.2 [6], 

Exchangeable image file format for digital still cameras Exif Unified 

Version 2.21 [7], Overview of the revisions to the DCF and Exif standards 

[8], Digital photo classification methodology for groups of photographers 

[9]) 

(Web Ref. : http://www.jeita.or.jp/english/ {6}, http://www.exif.org/ {7}, 

http://www.exif.org/specifications.html {8}, 

http://en.wikipedia.org/wiki/Exchangeable_image_file_format {9}, 

http://en.wikipedia.org/wiki/Japan_Electronic_Industries_Development_Association {10}, 

http://library.creativecow.net/articles/minut_manuel/crossplatform.php {11}) 

2.2.2.4 ) Combine all the above methods together 

It is possible to minimize the fault rate if we combine all the above methods 

together during photo inspections. 

Limitation s: 

Thereôre still some more weak points: 

i. EXIF data can be modified by HEX-Editor very easily. 

i.e. important data are unsafe e.g. Timestamp, Camera info. 

ii.  Fake Photos cannot be recognized if their resolution matched with some 

digital camera, and they were generated by software which employed a 

quantization table same as the corresponding digital camera. 

 

 

2.3 ) Data Protection in JPG Digital Photos 

In order to protect and make digital images can be trusted, a more secure data 

protection system must be designed and developed, a new JPEG structure 

ñDigital Photo Modification Detector formatò (DPMD-JPG) will be defined 

based on the existing structure. 

The follows are some more research in EXIF & JPEG. EXIF can be viewed as a 

header that describes the file layout and provide the camera, timestamp, and 

program that generated the picture, those metadata is very useful in this project. 
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2.3.1 ) EXIF Data 

Below are the samples of general tags of EXIF from Wikipedia. 
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Microsoft Windows are able to view a subset of EXIF information from the 

ñFile Propertiesò. Below are the samples:  Left ï Windows XP, Right - 

Windows 7. 

  

The below screen captures are the image properties of the same file in Windows 7, it 

showed the EXIF data could be modified easly by OS. The OS not allowed user to  

change all EXIF value certainly e.g.  shooting data. But EXIF is not safe any more 

even people havenôt got professional editor e.g. HEX-Editor. 

  

Belows are the image properties of the same photo. Left hand side is original, 

right hand side is after modified by Photoshop CS3.  
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 Properties of original photo. Properties of Modified photo. 

After photo editing, the tag ï ñProgram nameò has been changed from 

originally ñVer.2.00ò to ñAdobe Photoshop CS3 Windowsò.  

ñDPMD-JPGò will make use of this tag, and detail will be showed afterward. 

2.3.2 ) Digital Signature 

As there are no standard solutions can prevent unauthorized modification on 

digital photos. The best way is detecting the digital photos have been 

unauthorized modified or not. The digital signature scheme can help for 

ensure the follows in digital photos: 

¶ Authentication 

Only digital cameras are authorized to create digital photo (JPEG 

files). All JPEG files must be combined together with a digital 

signature. Camera manufacturers must keep the ñPrivate Keysò as top 

secret. 

¶ Integrity 

Unauthorized modification can be detected while digital photos with 

digital signature. 

¶ Non-repudiation 

Only the camera manufacturers own their ñPrivate Keysò. The source 

that generated the digital photos can be classified and ensured. 

(Ref. :,How to construct identity-based signatures without the key escrow 

problem [10], An ID-based aggregate signature scheme with constant pairing 

computations [11], On the Validity of Digital Signatures [12], PKI, Elliptic 
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Curve Cryptography, and Digital Signatures [13], Methods for image 

authentication: a survery [14], Reconstruction of electronic signatures from 

eDocument printouts [15], Efficient many-to-one authentication with 

certificateless aggregate signatures [16], Secure Group Communications 

Using Key Graphs [17], On the Efficient Implementation of Fair Non-

repudiation [18], NON-REPUDIATION WITH MANDATORY PROOF OF 

RECEIPT [19], Analysis Of The Effectiveness Of Error Detection In Data 

Transmission Using Polynomial Code Method [20])  
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2.3.3 ) Cryptography 

As digital signature scheme has been proposed, cryptography must be employ. 

For the wide distribution for the digital photos, a high security encryption for 

protecting the digital signature is necessary. And the ñPublic-key 

cryptographyò will be the best approach. 

It does not like ñSymmetric key algorithmsò require a secure initial exchange 

of one or more secrets keys between sender (digital cameras / manufacturers) 

and recipients (user). The public-keys can be widely distributes to all over the 

world without cause. 

 

(Ref. Crypto: When the Code Rebels Beat the Government--Saving Privacy in 

the Digital Age. [21], MULTIMEDIA DATA ENCRYPTION IN BLOCK-

BASED CODECS [22], Encryption Key Management Strategy [23], Breaking 

the data encryption standard using networks of evolutionary processors with 

parallel string rewriting rules [24], Public Key Cryptography based on Coding 

Theory [25], Visual Cryptography Schemes with Reversing [26]) 

 

2.3.4 ) Steganography 

In order to keep the encrypted digital signature in a safety place, techniques of 

digital steganography (Information hiding) will be the good references. After 

made use of it, the digital photos can be distribute and viewed by the public as 

usual but the digital signature has been encrypted and embedded within the 

JPEG files. 

  

The reasons for applying steganography together not cryptography alone is the 

digital signatures do not attract attention to the JPEG images themself. 
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Visual image Stego image

Secret

Info.

Embed

 

(Ref.: Authentication and Secret Message Transmission Technique Using Discrete 

Fourier Transformation [27], A New Algorithm for Hiding Gray Images Using Blocks 

[28], Listega: list-based steganography methodology [29], IMAGE SECURITY AND 

RECOGNITION SYSTEM [30], ContSteg: Contourlet-Based Steganography Method 

[31]) 

2.4 ) Risks management (Difficulties  & Challenges) 

Design & General New JPEG/JPG File Format as standard ~ ñDigital 

Photo Modification Detector formatò (DPMD-JPG) 

As it is impossible for a end user like me to modify a digital camera for 

generate our own JPG file directly. Therefore, I needed to design a module for 

convert those ñOriginal Photosò into our own file format ~ ñDPMD-JPGò. 

ñDPMD-JPGò will be designed by integrate the concept of EXIF, Digital 

Signature, Encryption and steganography together. 

 

2.4.1 ) Limit ed information from Camera Manufacturers about this topic:  

As those digital camera manufacturers may not provide any information. I 

need to study the manufacturing standard and compare the original photos 

and modified photos from a pool of sample.  

So, a collection of manufacturing standard must be on hand. 

 

2.4.2 ) Sample photos from different Digital Camera Manufactures:  

Original photos took by different digital camera manufacturers. i.e. NIKON, 

CANON, Olympus, Panasonicé etc.  

So, a Pool of sample photos should be collected. 

 

2.4.3 ) Deciding the encryption method:  

As there are so much encryption methods at the world. It must be decided 

carefully in applying which one to the system. e.g. PSK-TKIP, Twofishé 

etc. 
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2.4.4 ) Solution for proving successful of Digital Photo Modification Detection.  

Using two set of Sample Photos (Original & Modified Photos) into the 

System and perform the Checking. The result / accuracy for the system will 

be showed. 

 

2.4.5 ) To avoid the progress stuck within the system development:  

Any parts of the system (e.g. listed at the above) may get problem during 

development. Iôll separate the system into several modules. The 

development for each module of the system can be pause / skip or fly-over 

to the next module easily. And all skipped modules could be pickup upon 

available. 

2.5 ) Chapter Summary 

This chapter presented the current situation for ñDigital Photo Ballistics/Forensicsò in 

the world. Analysis the existing techniques, methods and toolsé Pointed out their 

limitations and the approaches of my research area. Also introduced the general ideas 

for new JPEG file format - ñDigital Photo Modification Detector format (DPMD-

JPG)ò for the new system - ñDigital Photo Modification Detector (DPMD)ò. 
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3. Outline for the System 

3.1 ) Introduction  

A new trustable ñDigital Photo Ballistics / Forensics Systemò which called 

ñDigital Photo Modification Detector (DPMD)ò will be developed in this 

project. 

ñDPMDò has been divided into three main sub-systems. 

¶ Fake Digital Photo Detector (FDPD) 

¶ Digital Photo Protector (DPP) 

¶ EXIF / HEX Data Display 

And each sub-system is made up of several modules, the detail of the system 

will be described afterward. 

In order to ensuring the compatibility for the new format of digital photos. The 

new system should concern the enhancement for the popular digital photo file 

format ~ ñJPEG/JPG file formatò as necessary. A new JPEG file standard - 

ñDigital Photo Modification Detector format (DPMD-JPG)ò will be defined. 

Also, ñDPPò (a Sub-System) will be created specially to generate the ñDPMD-

JPGò. And ñDPPò is different to the other sub-system due to it is designed to be 

embedded inside the digital cameras. 

 

3.2 ) Methodology 

The most critical parts for the ñDPMDò is the protection of digital photos (JPG 

image file). Because of the trusty system are depending on the security, and the 

secure level of the system are depending on data protection. Therefore, the 

system development is focus in the design of ñDPMD-JPGò mainly. 

The methodologies employed by ñDPMDò as follows: 

o Algorithms for Digital Signature,  

o Cryptography 

o Steganography 

3.2.1 ) 1ôst Protection: Defend on Image & EXIF information  

In order to protect the digital photos (even a signal pixel) and secure the EXIF 

data, the system will generate a digital signature for each photo individually. 

The calculation for the digital signature is included the information for the 

EXIF Data & image itself. 

So, any unauthorized modifications for the photo or EXIF data can be detected 

by verify the digital signature and the JPEG file. 

### 

3.2.2 ) 2ônd Protection: Defend on Digital Signature (Cryptography) 

At 2003, Shamir & Tromer made an estimation in their ñHypothetical TWIRL 

Deviceò. 1024-bit RSA key can be broken by their suggested  hardware device / 
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machine around a year. And the cost for the device was about ña few dozen 

million US dollarsò. At 2005, Franke made another similar estimation and cost 

about 200 million dollars for his proposed machine. According to Mooreôs Law, 

it can be assume that their proposed machine / solution takes considerably less 

than a year by latest powerful hardware. 

Based on Shamir & Tromer's estimate, Kaliski (2003), they recommend the 

below RSA key lengths depending on how long data is intended to remain 

confidential: 

Recommended RSA key sizes depending on lifetime of confidential data. 

 

Lifetime of data security (Up to Year) RSA key size 

Up to 2010 1024 bits 

Up to 2030 2048 bits 

Up to 2031 onwards 3072 bits 

 

Shamir & Tromer believed that the scale for software solution would not 

beyond 500 bits, so they proposed a hardware solution. 

Thorsten Kleinjung (one of the experts who broke RSA-640) estimated that to 

factorize RSA-1024 by software could takes around 8.4 million CPU years. 

(This estimation is specifically 8.4 million uniprocessor PCs, taking into 

account memory and data transfer requirements). 

Ferguson & Schneier (2003) in Practical Cryptography (Page 233) are actually 

more conservative than the RSA recommendations:  

"The absolute minimum size for n is 2048 bits or so if you 

want to protect your data for 20 years. [...] If you can afford it 

in your application, let n be 4096 bits long, or as close to this 

size as you can get it."  

Therefore, RSA 4096-bit scheme will be employed in this system, science RSA 

with this key length is considered to be ñuncrackableò for the public currently 

even for the short furfure. 

(Ref.: The Security of All RSA and Discrete Log Bits[32], Post-Quantum 

Signatures [33], A Security Plane for Publish/Subscribe based Content Oriented 

Networks [34])
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Steganography Utilize the EXIF metadata field 

By reference to the file properties of the same digital photo (JPG file) in 

Microsoft Windows. A sub-set of EXIF header could be shown. 

Top of left hand side shown the EXIF value of original photo, the others shown 

the EXIF value after the photo has been modified by photo editing sofewares. 

   
Properties of original photo.  Photo Modified by ACDSee System. 

 

  
Photo modified by Nikon Capture NX2 Photo modified by Photoshop 7.0 
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Photo modified by Photoshop CS3  Photo modified by Photoshop CS5 

 
Exception: Photo modofied by Lightroom 3.3 

 

After photo editing by most of the Photo editing programs: EXIF Tag -

ñProgram nameò will  be changed from original value to the name of the photo 

editing software.  

ñDPMD-JPGò will make use of this tag; the encrypted digital signature will be 

placed here. 

(Ref. : A Security Plane for Publish/Subscribe based Content Oriented 

Networks [], ) 
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3.3 ) Hardware limitations 

A sub-system - ñDigital Photo Protectorò will be created 

to convert normal JPG file into ñDPMD-JPGò file 

format. In order to provide a simple way for different 

camera to output the ñDPMD-JPGò directly. For the 

modern technology, it is very properly to embed the 

executable sub-system (program) into the electronic 

components (Programmable,  Embeddable IC, 

Chips). Recently, not only a program, even the 

whole LINUX or Windows (OS) System can 

be embedded in to a chip within a hardware 

device (e.g. Broadband Router, Network 

Attached Storage ï NASé etc.).  

Therefore, all cameras will be able to output 

the ñDPMD-JPGò after employed the chip.  

 

 

With Programmable Chips, almost all 

devices can work according to the 

instructions of programmer. 

And the programmer can control the 

device in a flexible way by insert 

different programs into the chips. 

 

 

There are so many electronic devices / equipment at the market have embedded 

programmable chips inside.    
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3.4 ) Draft of the System Design 

In order to make the System (DPMD) more feasible, the system will be design 

on module base as below. All  modules can be developed separately. 

3.4.1 ) Fake Digital Photo Detector (FDPD)  

Main Module (Program) which will be distributed to the user for detecting 

fake photos. The user can just input digital photos to the program; the 

program can do the analysis for those photos and identify those photos are 

ñDPMD-JPGò or not. And also check those photos have been modified or 

not. 

1.) Check the inputted  

jpg Photo is DPMD or 

not

a.) Check are the 

Photo created by 

ñDPMDò or not?

By checking the word 

ñDPMDò existing in 

the Field of 

ñCreation Softwareò 

under EXIF or not.

2.) Check the jpg Photo 

is DPMD or not.

Generate the Digital 

Signature if it is

3.) Compare two Digital 

Signature.

(AttachedOne vs. 

GenerateOne)

a.) EXIF of the Photo

c.) Key = ñEquipment Makeò + 

ñCamera Modelò + 

ñSerialNumber(Key-in temporary)ò 

b.) Omits the field of 

ñCreation Softwareò 

during general the digital 

signature

d.) Encrypt the ñDigitalò 

signatureò by the Key

4.) Output the Result
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3.4.2 )  Digital Photo Protector (DPP)  

ñDPPò is a Sub-System that used to convert the inputted JPG files (original 

photos) into ñDPMD-JPGò file format. This sub-system can be embedded 

into programmable chips and the chips can be installed into the digital 

cameras. 

a.) Photo

b.) EXIF of the Photo

2.) Generate Digital 

Signature

1.) Take Photo by 

Digital Camera

d.) Private Key = ñEquipment Makerò 

+ ñCamera Modelò + 

ñSerialNumber(Key-in temporary)ò 

c.) Omits the field of 

ñCreation Softwareò & 

ɼUser Commentɽ
 during general the digital 

signature

3.) Create the Protected Image 

(DPMD-JPG file)

e.) Encrypt the ñDigitalò signatureò by 

the Private Key

a.) Put the word

ñDPMDò

 into the EXIF-Tag ~ 

'Creation Software'

 & insert the

 ñEncrypted Digital Signatureò 

into the EXIF-Tag ~

'User Comment'.

 

3.4.2.1 ) Showing basic information for the inputted photo. 

3.4.2.2 ) Digital Photo Analysis 

3.4.2.3 ) Digital Signature Generator. 

3.4.2.4 ) Data Protection with Strong Encryption 

3.4.2.4.1 ) ñOriginal Protectorò ï Encryption Engine. 

3.4.2.4.2 ) ñDigital Photo Modification Detector File Generatorò 

3.4.3 ) EXIF / HEX Data Display  

Show more detail information to the user regarding to the inputted JPEG file. 

3.5 ) Chapter Summary 

This chapter briefs the design & structure for ñDPMDò and proposed the 

alternate for the hardware limitation in this project (physically modifying a 

digital camera). Also explain the reason for choosing those corresponding 

algorithms which will be employed.by the system. 
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4. Analysis and Design - ñDigital Photo Modification Detector (DPMD)ò. 

4.1 ) Overview 

Software Development Methodology: 

I will apply an Object Orientated methodology ~ ñUnified Software 

Development Process (USDP)ò during this project. Because of it could deliver 

effective, individual, useful objects/modules of software. And also, ñUnified 

Modeling Language (UML)ò will be applied too. 
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4.2 ) Functional Requirement 

ñDPMDò has been divided into three sub-systems according to their functional 

natures as blows: 

A, Fake Digital Photo Detector (FDPD) 

¶ To analysis the inputted photo and classify it is original output by 

digital camera or not 

¶ Will be distributed to the end user all over the world. 

B, Digital Photo Protector (DPP) 

¶ Convert normal JPG file into DPMD-JPG file, the most important 

unit of DPMD. 

¶ Will be embedded into a chip and install inside the digital camera. 

¶ The following DPP will be a Demo version which running on the PC 

environment during demonstration. 

¶ All the information mention afterword is based on this Demo version. 

C, EXIF / HEX Data Display 

¶ Display File in HEX mode and show part of the EXIF info. 

¶ Developed mainly based on the system testing purpose. 

¶ An integrated tool used to help during photo analysis. 

 

4.2.1 ) Fake Digital Photo Detector (FDPD)  

4.2.1.1 ) Check the inputted JPG file are in ñDigital Photo Modification 

Detector formatò (DPMD-JPG) or not. 

¶ If  DPMD format: Check the JPG by DPMD checking process. 

¶ Otherwise: Check the JPG via non-DPMD checking process. 

4.2.1.2 ) Output the result: Original / Possibility for Modified 

4.2.1.3 ) Output the Name for Possible Image Editor / Processor has been 

used. 
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4.2.2 ) Digital Photo Protector  (DPP) 

4.2.2.1 ) Showing basic information for the inputted photo. 

Display the analysis result from FDPD. 

4.2.2.2 ) Showing basic information for the inputted photo. 

¶ The objective for this section is analysis the inputted JPG photo, 

and collects useful information for further calculation & 

Encryption. 

¶ The following information should be collected by this section from 

the inputted JPG file. (e.g. Camera information, Shooting Data, 

Image Structure é etc.) 

4.2.2.3 ) Digital Signature Generator. 

¶ Check the image structure & camera information for the inputted 

digital photo, then generate the ñOriginal Photo Signatureò for 

inputted Photo. 

4.2.2.4 ) Data Protection with Strong Encryption. 

ñPublic Keyò will be applied during encryption. 

4.2.2.4.1 ) ñOriginal Protectorò ï Encryption Engine. 

¶ Key-1: Will be hold by ñDigital Photo Modification Detectorò 

only. 

¶ Key-2: Will be hold by the Camera Manufacturers only. 

It can minimize the risks such as hacking and cracking. 

4.2.2.4.2 ) ñDigital Photo Modification Detector File Generatorò 

Generate the New JPG file in ñDigital Photo Modification Detector 

Formatò ï (DPMD format JPG). Itôs fully compatible with normal 

JPG/JPEG file viewer. All images in DPMD-JPG can be view/edit by 

all image viewer/editor/processor normally. 

 

4.2.3 ) EXIF / HEX Data  Display  

4.2.3.1 ) Show the HEX Data for the inputted Photo. 

4.2.3.2 ) Show EXIF Data for the inputted Photo. 
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4.3 ) System Architecture / Structure ï (UML)  

4.3.1 ) Activity Diagram  

According to the design, ñDPMDò will be made-up of 3 sub-systems; they are ñFDPDò, 

ñDPPò & ñEXIF / HEX data displayò. Each independence sub-system can work 

separately. The follows are the activity diagrams presenting the activities within each 

sub-system. 

Input Photo to 

FDPD

User
Fake Digital Photo 

Detector (FDPD)

Check the Photo is 

DPMD-JPG or not

[Yes]

[No]

Display the photo 

preview

Find the original signature  by 

decrypt the encrypted key

Check the EXIF Tag ï ñCreation 

Softwareò / ñProgram Nameò of that 

JPG file

Generate the ñNew signatureò from 

the photo by current JPG file

Check the photo has been 

modified or not by Comparing two 

signatures
Display the checking result

Display the checking result
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As there are not available for produce the chip and install it into the digital 

camera. ñDPPò is running on a PC, the PC will simulate the chip of DPP 

embedded. The activities of ñDPPò showed as follow: 

Input Photo to 

FDPD

User / 

Camera

Digital Photo 

Protector (DPP)

Verify itôs DPMD-JPG or 

not

[Yes]

[No]

Display the photo preview & Show 

basic information for the inputted photo

Check the EXIF Tag ï ñCreation 

Softwareò / ñProgram Nameò of that 

JPG file

Display the checking result

Find the ñoriginal signatureò  by 

decrypt the encrypted key

Generate the ñNew signatureò from 

the photo by current JPG file

Check the photo has been 

modified or not by Comparing two 

signatures

Display the checking result

Generate digital signature from the 

info. of Original JPG File

Encrypt the digital signature
Convert the inputted Photo in 

DPMD-JPG 

Display the result of file convertion

Enter the Serial 

Number of the 

digital camera

Ask the user to input Serial 

Number of the digital camera for 

further operation

[User inputted data]

[User have no data input]

Collect & Display 

necessary data of the 

JPG File
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Input Photo to the 

System

User
EXIF / HEX Data 

Display

Display the EXIF & HEX Data 

of the inputted photo

Display the photo 

preview

Check the EXIF Tag ï ñCreation 

Softwareò / ñProgram Nameò of that 

JPG file

 

4.3.2 ) Use Case Description 

According to the above information, there are three main functions provided 

by DPMD. The following use case diagram can identify those basic 

components within the system (Demo Version). 

4.3.2.1 ) Basic components of use case 

 

Actor  User: Everyone who using the digital camera and/or using DPMD for 

photos analysis. 

The user who take the photo and the user who perform the photo analysis 

can be different people. 

Pre Condition All JPG files inputted to the system must be digital photo source from 

digital camera (including Original/Modified Photos with EXIF header). 

According to this is the Demo version of DPMD. All JPG file inputted to 

DPP will be known as ñOriginal imageò generated by digital camera for 

further process. 

User must have digital camera or digital photos. 

User must have a computer platform which supported by DPMDôs 

requirement. 

Post Condition The ñEXIF / HEX Data Displayò is a tool for reference only; the actual 

photo analysis result should be verified by user with FDPD. 

Basic Flow User input digital photo to DPMD 

  User generate digital signature by DPP 

 

User encrypt the digital signature by DPP 

  User create DPMD-JPG by DPP 

  User check the photo analysis report from FDPD 

  User verify the result by EXIF / HEX Data Display 
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4.3.2.2 ) User level use case 

User

Digital Photo Modification Detector  (DPMD)

Display EXIF data Display HEX data

Analysis the photo Output analysis result

<<include>>

Collect basic info. Collect camera info.

Verify file type
Display verification 

result

<<include>>

<<include>>

<<include>>

Get serial number

Encrypt digital 

signature

Convert DPMD-JPG

Generate digital 

signature.

<<include>>

<<include>>

<<include>>

<<include>>
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4.3.2.3 ) Use case Grid 

ID  Function Use Case Actor  

A EXIF / HEX Data Display  - Display EXIF data Display EXIF data User 

B EXIF / HEX Data Display  - Display HEX data Display HEX data User 

C FDPD - Analysis the photo Analysis the photo User 

D FDPD - Output the analysis result Output analysis result User 

E DPP - Collect basic info. form EXIF Collect basic info. User 

F DPP - Collect camera info. from EXIF Collect camera info. User 

G DPP - Verify image file type. Verify file type User 

H DPP - Display verification result Display verification result User 

I  DPP - Get the serial number Get serial number User 

J DPP - Generate digital signature Generate digital signature User 

K DPP - Encrypt digital signature Encrypt digital signature User 

L DPP - Convert DPMD-JPG Convent DPMD-JPG User 

    

    

The use case details breakdown for the system as below: 

A, EXIF / HEX Data Display - Display EXIF data 

Element Description 

ID  A 

Application  EXIF / HEX Data Display 

Name Display EXIF data 

Description User can get EXIF data reference of the inputted digital photo 

Primary Actor  User 

Pre condition User must inputted a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User selected the JPG file and clicks the ñReflashò button. 

Basic flow 1. Select EXIF / HEX Data Display 

2. User select JPG file. 

3. Click ñReflashò 

Alternate flow User can select other application other than ñEXIF / HEX Data Displayò 
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B, EXIF / HEX Data Display - Display HEX data 

Element Description 

ID  B 

Application  EXIF / HEX Data Display 

Name Display HEX data 

Description User can view the raw data of the photo (JPG file) in the format of HEX code 

Primary Actor  User 

Pre condition User must inputted a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User selected the JPG file and clicks the ñReflashò button. 

Basic flow 1. Select EXIF / HEX Data Display 

2. User select JPG file. 

3. Click ñReflashò 

Alternate flow User can select other application other than ñEXIF / HEX Data Displayò 

 

C, FDPD - Analysis the photo 

Element Description 

ID  C 

Application  FDPD 

Name Analysis the photo 

Description Detect the photo has been modified or not by analysis it. 

Primary Actor  User 

Pre condition User must inputted a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User selected ñFDPDò application. 

Basic flow 1. Select ñFDPDò 

2. User select JPG file. 

Alternate flow User can select other application other than ñFDPDò. 

 

D, FDPD - Output the analysis result 

Element Description 

ID  D 

Application  FDPD 

Name Output the analysis result 

Description Display the photo analysis result from ñAnalysis the photoò 

Primary Actor  User 

Pre condition User clicked ñAnalysisò button in ñAnalysis the photoò. 

Post condition Nil  

Tri gger User clicking the ñAnalysisò button. 

Basic flow 1. User clicks ñAnalysisò button. 

2. User view the photo analysis result. 

Alternate flow User can select other application other than ñFDPDò. 
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E, DPP - Collect basic info. from EXIF 

Element Description 

ID  E 

Application  DPP 

Name Collect basic analysis info. of the photo 

Description Get basic EXIF info. (photo editing related) from the JPG file 

Primary Actor  User 

Pre condition User must selected a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User clicking ñReflashò button. 

Basic flow 1. Select ñDPPò. 

2. User select JPG file. 

3. User click ñReflashò button. 

4. Collect basic EXIF info. from EXIF. 

5. Display basic EXIF info. to the User. 

Alternate flow User can select other application other than ñDPPò. 

 

 

F, DPP - Collect camera info. of EXIF 

Element Description 

ID  F 

Application  DPP 

Name Collect &display necessary info. of the photo 

Description Get the necessary info. info from EXIF. (Camera info.) 

Primary Actor  User 

Pre condition User must selected a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User clicked ñReflashò button. 

Basic flow 1. Get camera info. from EXIF. 

2. Display camera info. to the user. 

Alternate flow User can select other application other than ñDPPò. 

 

  



OXFORD BACHELOR OF SCIENCE  Term 1, 2011 

BROOKES Joint Honours Computer &   

UNIVERSITY  Information System Final Year Project 

Name: HO Ki Fai, DANIEL Page 47 of 171 
Number: 0301-0509-0303 

G, DPP - Verify image file type. 

Element Description 

ID  G 

Application  DPP 

Name Verify image file type 

Description Identify the inputted photo is DPMD-JPG or not. 

Primary Actor  User  

Pre condition User must selected a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User clicked ñReflashò button. 

Basic flow 1. Check the file is in DPMD-JPG format or not. 

2. Display result to the User. 

Alternate flow User can select other application other than ñDPPò. 

 

H, DPP - Display verification result 

Element Description 

ID  H 

Application  DPP 

Name Display verification result 

Description Verify the photo has been edit or not by those collected info., then display the result. 

Primary Actor  User 

Pre condition User must selected a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User clicked ñReflashò button. 

Basic flow 1. Verify the photo has been edit or not by those collected info. 

2. Display result to the User. 

Alternate flow User can select other application other than ñDPPò. 

 

I, DPP - Get the serial number 

Element Description 

ID  I 

Application  DPP 

Name Get the serial number 

Description Collect the Cameraôs Serial Number from the User 

Primary Actor  User 

Pre condition User must selected a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User clicked ñReflashò button. 

Basic flow 1. Get the Serial Number from the User. 

Alternate flow User can select other application other than ñDPPò. 
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J, DPP ï Generate digital signature 

Element Description 

ID  J 

Application  DPP 

Name Generate digital signature 

Description Generate the digital signature for the inputted JPG by necessary info. of  the photo.  

Primary Actor  User 

Pre condition User must selected a JPG file generated by digital camera (with EXIF header) 

Post condition Nil  

Trigger  User clicked ñGenerate Original Photo Signatureò button. 

Basic flow 1. Gathering all the necessary data of the digital signature. 

2. Generate the digital signature. 

3. Display the digital signature. 

Alternate flow User can select other application other than ñDPPò. 

 

K, DPP ï Encrypt digital signature 

Element Description 

ID  K 

Application  DPP 

Name Encrypt digital signature 

Description Encrypt the digital signature 

Primary Actor  User 

Pre condition The original digital signature must be generated. 

Post condition Nil  

Trigger  User clicked ñEncrypt the Original Photo Signatureò button. 

Basic flow 1. Encrypt the digital signature. 

2. Display the Encrypted digital signature. 

Alternate flow User can select other application other than ñDPPò. 

 

L, DPP ï Convert DPMD-JPG 

Element Description 

ID  L 

Application  DPP 

Name Convert DPMD-JPG 

Description Convert the inputted JPG file in DBMD-JPG format. 

Primary Actor  User 

Pre condition The ñEncrypted Digital Signatureò must be created. 

Post condition Nil  

Trigger  User clicked ñGenerate DPMD image File (DPMD-JPG)ò button. 

Basic flow 1. Combine the ñEncrypt the digital signatureò with the original JPG file. 

2. Display the status for the status of file generation. 

Alternate flow User can select other application other than ñDPPò. 
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4.3.3 ) Sequence Diagram 

User

Photo Analysis Module Encrypt ModuleSignature ModuleDPMD Main Module Decrypt Module

Photo (JPG format)

Photo Preview

EXIF Data

HEX Data

Analysis Result

DPMD-JPG Generator

Photo (JPG format)

Photo (JPG format)

New Gen. Signature

New Gen. Signature

Encrypted New Gen. Signature

User

Photo (JPG format)

Photo (JPG format)

Analysis ResultPhoto info.

Encrypted New Gen. Signature

Photo in "DPMD-JPG" format

Photo "DPMD-JPG"

Photo (DPMD-JPG)

Photo (DPMD-JPG)

New Gen. Signature

Encrypted Original Signature

Decrypted Original Signature

Analysis Result

Analysis Report

Photo Preview

Photo Preview
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4.4 ) User Interface Design 

The bellows are the draft design and the basic functions for the DPMD system 

and itôs sub-systems. As it just a draft design, it may be different with the Demo 

& Final release version. 

4.5.1 ) Fake Digital Photo Detector (FDPD) 

1.) Enter the Target File (Path & Name) here, and it will be passed to ñPhoto Protectionò & ñEXIF / HEX Dataò.

2.) Check the EXIF info. (e.g. Creation Software) and do the Analysis. (e.g. Perform Decryption if DPMD image has been detected.)

3.) Output the Result after analysis. (DPMP File or not? Originally output from Digital Camera or not?)

Target File (image): _FAI00095.jpg

DPMD File (image)? NOYes

Has been modified? NOYes Unclassify

Creation Software 
(EXIF info.):

Adobe Photoshop CS3 Windows

Target PreviewBrowse

Analysis Č 
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4.5.2 ) Digital Photo Protector (DPP) 

Although the sub-system DPP will be embedded inside a programmable chip 

actually. But the user interface is necessary in this demo version. 

EXIF / HEX DataPhoto Protector
Fake Digital Photo Detector 

(FDPD) 

1.) Get the Target File (Path & Name) from ñFDPDò.

2.) Generate the DPMD protected image by enter the ñSerial Numberò & clicking 3 buttons.

Target File (image): _FAI00095.jpg

DPMD File (image)? NOYes

Has been modified? NOYes Unclassify

Photo Editing info.: Adobe Photoshop CS3 Windows

Target Preview

Reflash

Target File (image): _FAI00095.jpg

Generate ñOriginal Photo Signatureò Č 

NIKON CORPORATIONNIKON 

D2X1234567890

Equipment Make: NIKON CORPORATION

Camera Model: NIKON D2X

SerialNumber: 1234567890

Encrypt the ñOriginal Photo Signatureò Č 

SampleEncryptedDigitalSignature@#!@#!@#!$%$%E^&

%*^%(&*)O*(_+(_)*&*%^&$^$#^#@%#@%$^^&$%&^%*^

%&UREYREYERYRETYRYUTRIYTIYTIYTIJFDHGSGFG

DFGSDTR%W%W%YEGF12344D!@#!@$#)**)*&(FGFaf

att#$^@*.....^0^...SampleEncryptedDigitalSignature

Generate DPMD image File (DPMD-JPG)  Č 

ñEncrypted Signatureò

Key:

SampleDigitalSignature!@#gddfggfdgfgggffadoip[oô!@#$4

1234231556345756yg$#%^43r,.kn;lknsdfk;lkjfldskhf;lfl;kdjf

ldfasdf<><>@!#@#%356ytsifdj83yrphf;lnc.n.n.biuAFIHF;L

JFNDFKF;LIF[$%$#@%56456etewtewtt#$TREWRTERds

fgsdf#!@#@!!%5é^0*éééé....SampleDigitalSignature

Image Status: DPMD-JPG File has been generated!

[ Basic info. ]
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4.5.3 ) EXIF / HEX Data Display 

EXIF / HEX DataPhoto Protector
Fake Digital Photo Detector 

(FDPD) 

1.) Get the Target File (Path & Name) from ñFDPDò.

2.) Show the HEX Data & EXIF Data of the image file for reference. 

Target File (image): _FAI00095.jpg Target Preview:Reflash

HEX Data:

.?..JFIFé..H.H..?{Exif..II*ééééééééééééééééééé(éé

ééééé..1éééééé..2ééé>éé.é..i?.....%?......?..?..NIKON 

CORPORATION.NIKON D2Xé-Xé..ôéô.Adobe Photoshop CS3 

Windows.2010:06:28_15:33:10é...9é.Iéé..@....dé.!.....dééééé...s

éééééé..Fééééééé.J?...............................................................

.......................?..................?.......................?......................?.........................

?..................?.......................?......................?................................................

.......................................................................................................................

........................................?..................?.......................?......................?........

.......................................................................................................................

..........................?..................?...................?..................?.......................?.....

.................?............................?......................?..................................?..........

........?.......................?......................?........................?..................?..............

.........?......................?........................?..................?.......................?.............

.........?........................?..................?.......................?......................?.............

.................................?..................?.......................?......................?...............

.............?..................?.......................?......................?........................?.........

.........?.................?..................?.......................?......................?....................

..........?......................?........................?..................?.......................?............

..........?....................?..................?.......................?......................?................

...................?..................?.......................?......................?........................?...

...............?.......................?.......................?..................?.......................?.......

...............?........................?..................?.......................?......................?.......

................?........................?..................?.......................?......................?......

?..................?.......................?......................?.............................?.................

EXIF Data:

 

 

4.5 ) Chapter Summary 

This chapter provided much more solid information and the basic model for the 

system, the analysis and the design approaches of the DPMD have been 

presented very clear, such as: 

Software Development Methodology, Functional Requirement, System 

Architecture / Structure ï (UML), User Interface Designé etc. 
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5. Testing and Implementation 

 ̧ Overview 

This chapter will present the necessary information related to testing on the 

system. The covered area such as: Tools, testing caseé etc. 

As system testing could be view as the most important part for system 

development which aimed to ensuring the system achieves its objective and 

error free. 

 ̧ Testing Objective 

¶ System matched with the function requirement 

¶ System running smoothly and error free 

¶ All program code are correct 

 ̧ Testing Tools 

Hardware configuration 

¶ PC1: Lenovo Thinkpad X201 Tablet (T/N: 3093-RZ4) 

o CPU: Intel Core i7 L640 (2.13GHz) 

o RAM: System ~ 4GB (Physical 4GB) 

o Hard disk: 256GB, SSD 

¶ PC2: Lenovo Thinkpad SL400 (T/N: 2743-MQB) 

o CPU: Intel Core 2 Duo T5870 (2GHz) 

o RAM: System ~ 3GB (Physical 4GB) 

o Hard disk: 250GB, 5400rpm 

¶ Digital Cameras: 

o Canon EOS 7D 

o Canon S90 

o Canon IXUS 300HS 

o Nikon D2X 

o Nikon D3X 

o Nikon D90 

o Olympus E-P1 

o Panasonic GF-1 
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o Pentax K-x 

o Sony A500 

Software Configuration 

¶ Microsoft Windows 7 Enterprise 64-bit English w/ MLP 

¶ Microsoft Windows XP Professional 32-bit English (SP3) w/ MLP 

¶ Python 2.6 

¶ HEX Viewer 

o HHD Hex Editor Neo 

¶ EXIF Viewer 

o Windows File Explorer (Windows XP build-in) 

o Nikon View 6 

o Exif2htm 

o ACDSee Photo Manager 12 

¶ Photo editing software 

o ACDsee Photo Manager 12 for Windows 

o Adobe Photoshop CS3 for Windows 

o Adobe Photoshop 7.0 for Windows 

o Nikon Capture NX 2.2.4 for Windows 

o Nikon View Editor 6.2.7 for Windows 

Sample Photos: 

In order to ensure the credibility for the result of system testing, more 

sample photos for test will provide more meaningful result. Thus, there will 

be a collection of sample original photos which took by digital cameras in 

different brand names: 

 e.g. Canon, Nikon, Olympus, Panasonic, Pentax & Sonyé etc. 

And also another collection of sample edited photos output by different 

photo editing software: 

 e.g. ACDSee System, Nikon Capture NX & Adobe Photoshopé etc. 
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o Original Photos (direct output from different digital cameras) 

 

 ̧ Sample photos took by: Canon EOS 7D 

 

 

 ̧ Sample photos took by: Canon IXUS 300HS 
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 ̧ Sample photos took by: Canon S90 

 

 

 ̧ Sample photos took by: Nikon D2x 

 

 














































































































































































































