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Project Summary

Surname: HO  Forename Ki Fai, DANIEL

Project Title: Digital Photo Modification Detector (DPMD)

1.) Use not mor¢éhan150 words to descript your project briefly and what are the main objects of
your project.

This project aims to develop a new systerh ih e  a Digital Phmtb Baiiistics /
Forensicé - asthere is a laclkf resources recently. Asysténii Di gi t al P
Modi fication Detector ( DP MDipheritedfiotnh n
Standard JPEG (DPMDPG) has been created. It can guarantee the digital photos
originally output from camera without beindited. | wish this project; the DPMD
System can be the guarantee, the certificatimmithe evidence for proving the
credibility of the digital photos.

2.) What is the implication of your project? E.g. Your idea can it be used as a solution for some
other ppblem? Or any relevance to the current issues in computing and the application domain

DPMD system is a type of data protection system. It also acts as a fake data dets
system to detect any modifications o

concept as an extension to protect other types of data, e.g. digital documents, m
records €& etc.

3.) What methodology you applied in your project and how you applied. E.g. Any Data Structure
(stack, tree..), algorithm (searching, sorting, graph thgarydatabase design, etc.

Digital Signature: To detect if there are any modifications done to the photo.
Cryptography: Digital Signature, a seconder layer protection for the Digital Signa

Steganography:To make the DPMEJPG file totally compatiblevith JIPEG/JPG file.
The niseenccreytpt ed signatureo has been
(Exchangeable image file formaEXIF).

Name:HO Ki Fai, DANIEL Page2 of 171
Number:0301-0509-0303



OXFORD BACHELOR OF SCIENCE Term 1, 2011

BROOKES Joint Honours Computer &
UNIVERSITY Information System Final Year Project

4.) What techniques you used in solving the problembawdthe problem was solved. E.g. ASP,
JSP, DAO, CGl, Adte-X, Database Seer, SQL..Find shortest path or your own method.

The most critical problem in this project is htavmakethe modified digital photos
can be detected. So, some modifications of the JPEG file must he done

In order to maintain the complaitity for the new file with current JPEG file, the new
defined file structurenust be totally compatible with the originH?EGfile structure.
After research, | decided to encrypt the digital signature and applied the concept
Steganography to embdukin inside the tags of EXIF file header.

5.) If you do this project again which area you should / can improve? E.g. Technijten
presentation, module, research area, scope, complexity, capacity

As the DPMD System is good enough, if | do this @cbpgain, | think | will extend
the protection area from JPEG/JPG file to the other data file format, e.g. Digital
Documents, Clinical/ Medi cal Recordsé
Modi fication Detector (DDMD)Oo.

The scope and the research areatferDDMD will be much bigger and the system
will be much more complex.

6.) What you have learned from doing this project?

This project is a great challenge to
realize creative, innovation and dream is muchemmportant then technical skills. A
they could be transformed as motivation, to drive me overcome any technical
limitations and other problems.

From the technical point of view, | O

crypto during the researatage. And | started to know more about them during the
programming stage.
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Abstract

In this project,a new systemhas been developed to heip the area ofDigital Photo
Ballistics / Forensigsas there are lacks ofsources in this area at this momértie new
system isnamedi Di gi t al Photo Modification Detectc

ADi gital Phot o Modi f iisattustwonhy d9senitecantbeused to D P M
prove if the digital photos (in JPG file formadye originally and directly beingoutput by

digital camera. It is capable tadentify digital photos thahave been modifiecchangedor

edited by software or any othemethod. The system is able to detect any modifications
within the photos, including the photmage itself and EXIF information (Camera info. &
Photo properties). That is why DPMD system can be used taihBlp gi t a | Phot o
Forensicso

During this project, a large number of sample digital photos (over thousands of modified and
nornrmodified photos in JPG/JPEG/DPMIPG format) have been used to evaluate the
system. In order to prove the accuracy of the system, lots of testing cases have been designe
according to different scenarios, to simulate different usages in real world. | hayehosesl

that have been modified, changed or edited by different software and different methods.
DPMD has successfully identified all the changes made to the photos. Therefore, DPMD
system can be viewed as the guarantee, the certification or the evidermmeving the
credibility of the digital photos.
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1. Introduction

1.1) Background

Firstly, we needed to knowhat isfi Di gi t al Photo Bantll i s
how does it imprtant.

ADi gital Phot o Baltbeikrsown as®ay tb defed, preving i C S
the digital photo has beesditedor not. But thereare no such kindsf official
solutionsthat hare been agreed by the worlits a standardecently So, at this
moment only the filmphotoscould be thevell known andvalid evidence at the

court. And also, even the photojournalists are worrying about they are beginning
to lose faith in photography, because a&ating fake news with fake photos
become a piece of cake.

% | & Goog.. » fii -~ B - [ o v Pegev Sefetyv Tgoliv @~
. Official Web S8 -I
Cubam nnmymm:gnnmnmm

MESSAGE FROM FIDEL ON HIS BIRTHDAY
“I feel very happy”

@ Intemet | Protected Mode: On 2 - Ramn -

Fake News or notRef. Official Web Sitei Ministry of Foreign Affairs of Cube'l.
(http://www.cubaminrex.cu/english/The%20imperialism/Message%20from%20Fidel%200n%20his%2
Obirthday.htnm (http://www.williampolito.com/blog/Augus 2006 blog.htm)l

Therefore, it is very important to establish a systartechniqudo authenticate,
standardizethe area ofi Di gi t al Phot o Bal Wigitalt i c <
photography

There are several popular digital image (phdm)matsin mog digital cameras

We should select which format we needed to investigate first.

(We shall choose AJPGoOo file in this pi
further chaptej.
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1.2) Motivation
As a member of IT industry whimve photography.l would like to develop a
System, aSolution a set ofToolst h a't could be aPhotef er
Ballistics |/ Forensicso.
Because of saw the impact afhe manipulation in theligital photq especially in
the area oftourtsandbusinessthey arehesitatedd o f ace such ki
evidenceo. Actually, this problem al
and politics also got the similar problem.
Not all fiFake Phot ogThisisa fake photo about tsunami which
is AFakeo. can be found in internet. Tsunami seems
Howcanwei measuri ngo i t |redlyhappeningaccording to this photo.
Ref. (ttp://www.freakingnews.com/Pet Ref. (http://www.hoaxslayer.com/fake
WeaponsPictures-379.asp tsunamiimage.htm)
C Could it be one of the reasons for the digital photos are hard to be evidence attthe cou
1.3) Objectives
Therefore, Iwould like todevelop a new system Di gi t al Phot o
Det ect or inthiBprdtt) o
The followsar e t he main foaunctions of @ADPMD
o Fake Digital Photo Detector (FDPD)
9 Digital Photo Analysis
o Digital Photo Protector (DPP)
1 Digital Photo Rencoding
i Data Protection with Strong Encryption
Digital Signature
Encryption
i Generate New JPG Formahat compatible with standard JPEG
application
0 EXIF/HEX Data Display
Name:HO Ki Fai, DANIEL PagelOof 171
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| believeii D P M @ilb not only improve thepositioningof digital image as
evidence by digital forensics.danprovidesolid support in the legal system
(from criminal cases to civil cases), business, sceaice politics area in the
modern worldoo.
1.4) Hardware & Software Requirement
1.4.1) Software
a. Microsoft Windows XP Prdessional 32-bit, English Edition with
SP2/SP3
b. Python Versior2.6.6
c. EXIF Viewer
d. HEX Editor
e. Photo Ediing/ Processing Applications
1.4.2) Hardware
a. Computers
b. Digital Camera
c. Memory Media/Card(e.g. CF Card, SD CaréDHC Caré et c . )
d. Memory Card ReadsfMulti-in-One)
1.5) Development Tool of this project
|l 6m going to take this <challenge wi
Based on my research in this few weeks, | got the following result about
Python: Good Performance, Good Gomt i bi | i ty, Good Rea
| 6ve deci ded tdevelopsmentodt.yt hon as my
1.6) Chapter Summary
This chaptershowed theproblemsfaced bydigital photographic areaAnd
pointedout he i mportance of ADiI gi tnteotluce® h o't
my objectiveand presentedthe current situation to the world\so list the
hardware and softwasehich help toresolve thosélifficulties.
Name:HO Ki Fai, DANIEL Pagellof 171
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2. Literature Review

2.1)

Name:HO Ki Fai, C

This chapteproviding an overview of this project amtroducesherelated
generals, dcuments & paperthatcolleced duing researchTheseare
important and providingo many brighinsightsin the literature & industrial
point of view.And the project will be developed based on them.

Introduction

In this project, the subject is digigahotos. So, the

image files (digital photo$ directly outputfrom

the digital cameraswvi | | be the subj
file format will be the most critical point.

As mentioned at the perv
much image file formats in the worlthut not so

much have been applied into the digital cameras.
The most common file formats used by digital
cameras are as follows:

www.explainthatstuff.com

4 — 10110110110011001

RAW file format, the file sizeof it is smaller then TIFF file formatsormally, it

can be applied with different level of compse&n (from lossless to nearly
lossless compressiorgven ainternationaktandard (ISO 12233, TIFF/EP) [1]

has bep designed for raw image formaytlreality, he f or mat of i
from different camera are the proprietary of different camera raatoarfes
themselves. That means the RAW files of Nikon, Canon, Sony, Olympus,.. etc.
are different with each others, None of the camera manufactureslBév%e
follows the standard most their RAW formats are not standardized and
documentedUser can only acess the RAW Photos (files) by installing the
appr opr i aor softwar€ithe sraucture of the RAW files can be known
as their confidential business informatidrherefore the RAWormat are not
suitable to be seleat this project unless we gotelauthority or support from

the camera manufactures.

TIFF (Tagged Image File Formag able tostore24 & 48 bits colors in totals
(8 / 16 bits perRedGreeriBlue). Some digital cameras appliedZzW
compressioralgorithm to produce lossless storage dFH file. Butthefile size
of it is big and not compatible with the web brows@itsere for it is not popular
as the JPEG file format.

Pagel2of 171
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A samplephoto of a flower compressed with successively more lossy compression ratios from
left to right.
Ref. http://en.wikipedia.org/wiki/Jpg

JPEG/IJPG/JFIF (Joint Photographic Experts Group) idossy compression
method,the file size is small. Isupported24 bits colors total§ hit per color
R/G/B). The quality & image will not have notiably detraction, but the
guality will have suffered generational degradation when repeatedly edit and
saved of the file.

The strength of JPEG file that make it poputaser the other file formats
because oit is widely suppord by both digital camera and web brow¢Ref.
ISO/IEC 10918 [2]

According to here are notherstandard andidely usedmages filedormat
popularas JPEG/JPG hereforeit must be the best chooisethis project.

(web Ref.:
http://graphicssoft.about.com/od/formatsjpeg/JPEG _Format_About JPEG_and JPEG 2000 _File Formats

.htm{1}, http://www.iDeq.orq/iDquOOO/CDslS444.ht{ﬁﬁ)

2.2) JPG Files (Digital Photos) in Detail

2.2.1) Structure & Codecof JPEG/JPG File
There are several way to encode images into JPEG file. The most common way
is done withJPEGInterchange File Format (JFIEpcoding.This process
consists of several steps:

I. Convertingthe representation of the colors in the imagen RGB to
Y N§Cr,
(Y") : Luma component, representing brightness,
(Cs and &) : Chroma compoents representing color.@netimes, this
step haveenskipped

ii. Reduceheresolution of the chroma data, usually by a factor of 2. This
reflects the factf the eyes of humarareless sensitive to fine color details
than brightness details.

Name:HO Ki Fai, DANIEL Pagel3of 171
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Imagewill be splitedinto blocks of 8x8 pixels, for each block, each of the
Y, Cg, and G data undergoes a discrete cosine transform (DCT). A DCT
is similar to a Foudr transform in the sense that it produces a kind of
spatial frequency spectrum.

As an example, one such 8=8 8-bit subimage might be:

52 55 61 66 70 61 64 73
63 59 55 90 109 85 69 72
62 59 68 113 144 104 66 73
63 58 71 122 154 106 70 69
67 61 68 104 126 88 68 70
79 65 60 70 77 G8 B8 75
85 71 64 59 55 61 65 83
87 79 69 68 65 76 T8 94 The &=& sub-image shown in 8-bit grayscale &

These values are converted from unsigned to signed integegrsfiom
[0, 255] to [1128, 1277]).

.
[ 76 —73 —67 —62 —58 —B7 —B4 —55]
65 —69 —73 —38 —19 —43 —50 _56
| -66 —69 —60 —15 16 —24 —62 —55

9= | 65 —70 57 -6 26 —22 -58% -59 | [Y
—61 —67 —60 —24 —2 —40 —60 —58

49 63 —68 —58 —51 —60 —70 —53
43 _57 —64 —69 —73 —67 —63 —45
| —41 —49 —59 —60 —63 —52 —50 —34

Each block is converted to frequey sbace using a2 discrete cosine
transform (DCT).

The DCT transforms an &= block of input &
values to a linear combination of these 64
patterns. The patterns are referred to as the
two-dimensional DCT basis functions, and
the output values are referred to as
transform coefficients. The horizontal index is

i/ and the vertical index is .

Name:HO Ki Fai, DANIEL Pagel4of171

Number:0301-0509-0303



OXFORD BACHELOR OF SCIENCE Term 1, 2011

BROOKES Joint Honours Computer &
UNIVERSITY Information System Final Year Project
T w 1 w 1
Guo = a(u)a(v) Y Y geycos|< (x4 = |ulcos|=(y+=)v
forfrd 8 2 8 2
Where

1 is the horizontal spatial frequency, for the integers () < u < =
+ 1! is the vertical spatial frequency, for the integers 0 E U< H

JE ifn=0
. CEP(R) = ; is a normalizing function
\/;, otherwise

* {zyis the pixel value at coordinates (1;‘ y)
. Gu,t:- is the DCT coefficient at coordinates (u, 1,1}

Below s the resulafterperformedthetransformation othe above matrix.
(all valuerounded to the nearest two digifterdecimal point):

u

[ —41538 —-30.19 —61.20 2724 56.13 —20.10 —-239 046 ]
447 2186 -60.76 10.25 13.15 -—-7.09 —854 488
G- —46.83 737 7713 —-2456 -2891 993 542 -565 [U
—4853 1207 3410 -1476 -1024 630 1.83 195
1212 —-6.55 —-1320 -395 —1.88 1.75 =279 3.14
—7.73 291 238 594 238 094 430 185
—1.03 0.18 042 242 088 302 412 -0.66
—0.17 014 -107 -—-419 -117 =010 050 1.68 |
iv. Quantizedthe amplitudes of the frequency compone8tsaall variations
in color or brightness over large areasrateeh more sensitivihanhigh-
frequency brightness variatiomshuman ges
So, the magnitude of the lefrequency component are stored more
accuracy then highrequency components.
The quality setting of the encoder affects to what extent the resolution of
each frequency component is reduced. léginemelylow quality seting
has been appliedhe highfrequency componentaaybetotally
discarded
Depending on the specific frequency and channel, each DCT coefficient,
Bk, is then quantized by an amo@rt
Name:HO Ki Fai, DANIEL Pagel5of 171
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For example:

A typical quantization matrix specifiday the orignal JPEG Standard as

follows: )

16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62
Q= 18 22 37 56 68 109 103 77
24 35 55 64 81 104 113 92
49 64 78 87 103 121 120 101
72 92 95 98 112 100 103 99

The quantized DCT coefficients are caumgd with
Bjy = round (%) for j=0,1,2,--- ,7;k=10,1,2,---,7

.k

whereG is the unquantized DCT coefficient3;is the quantiation matrix
above; and is the quantized DCT coefficients.

Using this quantization matrix with the DCT coefficient matrix from
above results in:

(26 -3 -6 2 2 -1 00
0 -2 -4 1 1 000
3 1 5 -1 -1 000
| 3 1 2 -1 0 000
B= 1 0 0 0 0 000
0 0 0 0 0 000
0 0 0 0 0 000
0 0 0 0 0 000

egusing 1415 (the DC coefficient)

round (_412'38) = round (—25.96) = —26

This stage is the primary source of information loss. A final entropy
encoding is then employed.

v. The resulting data for all 8x8 bloclsll be compressed with a lossless
algorithm, a variant of Huffman encoding.

(Web Ref http://en.wikipedia.org/wiki/JPEG3})
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The decoding process reverses these stef@Except the quantizatiphbecause

of quantizatioris irreversible. Theletail ofencoding and decoding processes

wi || not be discuss because of 1itds
Thedraft of theseprocess will be shown via the below chart

Image split into blocks Forward Discrete -
— Quantization
(could also be Cosine Transform 7
downsampled)

S

Encoded JPEG image <—{ Entropy encoding

Decoded image Reverse Discrete ' o
reassembled from <— Cosine Transform < Dequantization |
blocks ’ N

Encoded JPEG image —> | Entropy decoding

Baseline sequential JPEG encoding and decoding processes &)

(Ref. http://upload.wikimedia.org/wikipedia/commons/thumb/6/68/JPEG_process.svgf3B&iX process.svg.png
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2.2.2) Existing solutionsin i Di g maga Ballidtic®

2.2.2.1) Byanalysist he fAQuanti zati ornmadeabl es o0 o
The above sequences of steps 1 to 4 are emp(oydsome variations)
by JPEG encodexs digital cameras and phoetitingapplication
The selection of suitable quantization that subsequently controls the
compression rates and artifacts is piienarysource of variation.
The quantizatiomas been preseas aform of tablewith 192 values
known as Quantization Tabl e (

1 A setof 8 x 8 values, for each®thannelsy NjCz. (8 x 8 x 3
192)

For low compression rates, these values tend towards a value of 1, and
increase for higher compression rate

AQ Tal

. 2 1 1 1 1 1 2z 1

The quantizatiotableshave been 1 1 2 2 2 32 2 1

stored in DQT segmentgithin the 3 2 2 2 2 5 4 4

JPEG files. 30465 6 6 6 5

b [ & s ) ] & £

o 9 7 6 6 8 11 8 9

A sample of JPEG quantizationtable| 10 10 10 1w w0 & 8§ 11

of Nikon Coolpix 2500 digital 2 1 1 12 ¢ 10 10 10
camera has been showed at the rigr

i 2 2 2 2 2 2 5 3

hand side. 3 05 10 7 6 7 10 10

0 10 10 10 10 10 10 10

The luminance & chrominance 0 1 10 10 10 10 10 10

0 10 10 10 10 10 10 10
channel tables shown from top to 0 10 10 10 10 10 10 10

bottom.Typicaly, the quantization 0 10 1 10 10 10 10 10
for the luminance channel is lessthe| 10 10 10 10 110 1 10 10
the othettwo chrominance channels,
and thequantization level is less for - : 10 10
the lower frequency components. 0 10 10 1 10 10 10 10
There arel92 entrieg8 x 8 x 3) the 1u }u 10 }u 10 1u 10 1u
range of thesealues typically from 1 13 13 ]3 13 13 13 13 13
to 25 So, herecanbe10268possible | 17 1 10 10 10 10 10 10
quantization tableghis number is 0 10 10 10 10 10 10 10
much smaller because the entries ate
not chosen independent of one another.

To compare the unigueness of JPEG quantization tables, we can do the
analysis by extract them from the image files. After thatcarefound out

each camera matched 1.43 other cameras. That r62arigshe 204

cameras ad a unique tabl&ormally, so many cameras from the same
manufacturer may share the same set of quantization tabi@slso,not

so muchcameras are indistinguishalgtly 2 or 3), Buthe PowerShot

family of Canonis the exceptior28 different Poweshothave identical
guantization tables.

T her e 6 r senariesdifferert makes and modelsing samaet of
guantization tabke (It have been discovered theime cameras ¢fodak,

Nikon, Olympus, Pentax, and Soake using thequivalence class.

Even the JPEG quantization table is not 100% unique, but this could be the
effective way in narrowing the souroéan image to particularcamera or

FE I L
b3
—
=
e I )
[= SR ]
b I )
tn
P
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a small set of possible camera models / manufacturensay€rage, this set
size is 1.43).

Both of thesoftware developers and camera manufacturers are considering
very carefully during designing their quantization tables. They try their best
in maintaining the balance of the image quality and compassion rate, for
camera manufacturers, they need to condltehardware matter also.

Some oto-editing software packagésve employ different JPEG
quantization tablege.g., Adobe Photoshageries Nikon Capture series
Microsoft Digital Image Suite, etcfror examplé Photoshop, it is the

most popular photediting software in the world undeniablit provides

13 levels of compressiof(r om 0 to 12; from #fAhigh
| owe st qlovwest comprassion & highest quabiyAccording to

some researcliSaving a image by different compressidevel in different
version of Photoshop. i.e. Photoshop CS, Photoshop 7, Photoshop 4 and
Photoshop Bthe quantization tablder differentcompression level were
different. Moreoverthe quantization tabédor each of the same
compression levsliin different version of Photoshagre the sameThis is

the reason for an image can be linked to specific software / some possible
software set.

Based on the abovthe quantization table could be view as a signature that
embedded within each JPEG image file. ltlddbe view as a crude form of
digital image ballisticspne of the techniques in digital forensic

determine a photo has besaved byphotoediting softwareor notis by
compare the quantization tables from fiteewith large volume of
guantization thleslibrary (Database that stored those quantization tables
which hadbeen employed by phoetditing softwarg But the reliability &
accuracy for this technique is totally depended on the uniqueness of the

A Qantization tablek i b r i largedset osdtware & cameras.

Recently, n collaboration with other ballistic and forensic tools, this
technique shoulbe poved as aest wayin the forensic examination of
digital images.

Limitation s:

Unfortunately,guantizatiortables are not always unique. Maopen
source toolsharingsameset ofquantizatiortables, and practicallpts of
themhave "99% quality" the samg.e. thevalues ofguantizatiortables
areall"11111...")

And even between different cameras, the sgoantizatiortables maye
employed For example, Nikon E2500 hgsantizatiortables that match
92% quality. The exact sang@antizatiortables are used by the Epson
PhotoPC 3000Z too.

And also, this method cannot be used to protect the shooting data within
EXIF header. The Camesatting, Timestamp can be modified eabily
cannot be detect.
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(Ref. Digital Image Ballistics from JPEG Quantization, [Blsing JPEG
guantization tables to identify imagery processed by softwaye [4]

(Web Ref.

http://computer.forensikblog.de/en/2007/12/comparing_jpeqg_guantization tables}t)tml
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2222) Anal ysis the AResolution Matters
Based on hardware limitation (e.g. Optical Sensor andicaané s the s i g |
resolutiors of digital image outputby a digital camera are fixed.

e.g. the Digital Camera ~ Fujifilm Finepix F10 can only output the ghoto
in following resolutiors: 3024x2016, 2848x2136, 2048x1536, 1600x1200,
or 640x480.

Thereforeall the image fils havethe resolutioa mismatched with the
above.Those imagemust not directly output from Fujifilm Finepix F10.

Limitation s:

Unfortunately, some professional photo editsadtwareis able to resave
JPEG file inuser defined resolutioif herefore, photos cannot be proved
original generate by digital camera even the file resolution are matched
with the appropriate digital camera

(Web Ref. hitp://www.hackerfactor.org/blog/index.php?/archives/f#éageBallisticsand-Photo
Fingerprinting.htmi5} )

2.2.2.3) Reference to the metadataExchangeable image file format
EXIF)

There is a specification for the image file format usedligital cameras.
This specification is based on the existing JPEG file format, it is known as
AExchangeabl e iXtha glet &si |vee rfsoiromat2 .(1E
Japan Electronic Industries Development Association (JEIDA) at 1998, and
thelatesv er si on 2.3 was jointly formul e
of the digital camera manufacturers employed EXIF even this specification
is not currently maintained by any industry or standard organization.

The metadata tag of EXIF cover lots of informatiery.:
1 Timestamp for the digital camera generate the photos.
1 Camera information Camera Manufacturer, Camera Maélel e t ¢ .

1 Shooting datd Orientation (rotation), aperture, shutter speed, focal
|l ength, metering mode, and | SO

1 Thumbnaili Data forimage file preview.
71 Description & copyright info.

Theredre some slofktewafirEex iafptpoloitada t& ofinl
help in checking the EXIF data

Limitation s:
Unfortunately, the megittcald betpmvedhythe n o |
following scerarios

i. Take a Photo by digital camera

ii. Check the EXIF by Exiftool, and Exiftool can identify the camera
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iii. Open the Photo by Photoshop and modify the photo
iv. Save the modified photo

v. Check the EXIF by Exiftool again, but Exiftool still identify the
camera from EX- data.

(Ref. Design rule for Camera File system Version B}OExchangeable
image file format for digital still cameras Exif Version 26}, [
Exchangeable image file format for digital still cameras Exif Unified
Version 2.21 7], Overview of the revigins to the DCF and Exif standards
[8], Digital photo classification methodology for groups of photographers

El))

(Web Ref. http://www.jeita.or.jp/english/ {6}, http://www.exif.org/ {7},
http://www.exif.org/specifications.html {8},
http://en.wikipedia.orfviki/Exchangeable_image_file_format {9},
http://en.wikipedia.org/wiki/Japan_Electronic_Industries_Development_Association {10},

http://Iibrary.creativecow.net/articles/minut_manuel/crossplatform.php){ll}

2.2.2.4) Combineall the abovemethodstogether
It is possble to minimize the fault rate if we combine all the above methods
together during photo inspections.

Limitation s:
Therebdre still some more weak poini

i. EXIF data can be modified by HEEKditor very easily.
i.e. important datare unsafe.g. TimestampCanera info.

ii. Fake Photos cannot be recognized if their resolution matched with some
digital camera, and they were generated by software which employed a
quantization table same as the corresponding digital camera.

2.3) Data Protection in JPG Digital Photos

In order to protecand make digital imagecan be trusted, a more secure data
protection systemmust be designed and developed, a new JPEG structure
ADiIi gital Phot o Modi f(OPMRIPG)omil beDdefinedc t o r
based on the existing structure.

The fdlows are some more researchkXIF & JPEG. EXIF can be viewed as
header that describes the file layout and providectreera, timestamp, and
program that generated the pictutesemetadata is very useful in this project.
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2.3.1) EXIF Data

Below are theamples of general tags of EXIFom Wikipedia

Tag

Sample Value

Manufacturer

CASIO

Model

OV-4000

Orientation (rotation)

top - left [B possible values[14]]

Software

Verl.0l

Date and Time

2003:08:11 16:45:32

YCbCr Positicning

centered

Compression

JPEG compression

x-Resolution T2

y-Resolution 12

Resolution Unit Imch

Exposure Time 1/659 sec.
FMumber ffa.0
ExposureProgram Mormal program
Exif Version Exif Version 2.1

Date and Time (original)

2003:08:11 16:45:32

Date and Time (digitized)

2003:08:11 16:45:32

ComponentsConfiguration YCbCr-
Compressed Bits per Pixel 4.01
Exposure Bias 0
MaxbdpertureValue 2
Metering Mode Pattern

Flash

Flash did not fire.

Focal Length

20.1 mm

MakerMote

432 bytes unknown data

FlashPixVersion

FlashPix Version 1.0

Color Space sRGE
PixelXDimension 2240
FixelYDimension 1680
File Source OsC
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Microsoft Windows are able to vieawsubset oEXIF information fron the
AFile Propertieso. BWihdows XR Rightt he s ar
Windows 7.

« _FAIDD95.JPG Properties I

FAl_7276..JPG Properties

| General | Summary | i | General | Security| Details ‘ Previous Version5|
Property Value »~ Property
_ Image Image
Image 1D
03 wadh 4288 pixels Dimensions 4288 x 2848
Height 2848 pixel
Q) e . pEs Width 4288 pixels
[ Horizantal Resalution 300 dpi Height 2848 piel
[ vertical Resalution 300 dpi e'_g Dfm s
[ Eit Depth 24 Horizontal resolution 300 dpi
[ Frame Count 1 Vertical resolution 300 dpi
[ Equipment Make MIKGM CORPORATION Bit depth 2
[ camera Model MIKOM D3005 Compression
[ Copyright .o Resolution unit 2
[ Creation Software Yer,1,00 Color representation Uncalibrated
[ Color Representation sRGE Compressed bits/picel 4
[ Flash Mode Mo Flash Camera
03 Focal Length 34 mm Camera maker NIKON CORPORATION
| b
0 E'Num e '::200 [ NIKON D2
Xposure Time Sec,
F-st /38
[ 150 Speed 150-200 op , o
[ Metering Mads Pattern Etgosuredlme ISO-;:]C.
[ Light Source Unknown b spee
N Remove Properties and Personal Information

Thebelowscreen cptures arethe imagepropertiesof the same file in Windows 7, it
showed the EXIF data could be modified edshOS.The OSnot allowed user to
change all EXIF valueestainly e.g. shooting data. But EXIF is not safe any more
even peopl e fehsmnaleditére.g. glekditop r o

= _FAIO095.JPG Properties | = _FAIDD95.PG Pmp_ [

|| | General [ Security | Details | Previous Versions | | General | Secuity | Details | Previous Versions |
i
Property Value o Property Value o~
Image Image
Image ID Image 1D
Dimensions 4288 x 2848 s Dimensions 4288 x 2848 |
Width 4288 pixels Width 4288 pixels
Height 2848 pixels L Height 2848 pixels L
Horizontal resolution 300 dpi i Horizortal resolution 300 dpi 3
Vertical resolution 300 dpi Vertical resolution 300 dpi
Bit depth 24 _ Bit depth 24 W
Compression Compression
Resalution unit 2 Resalution unit 2
Color representation Uncalibrated Color representation Uncalibrated
Compressed bits/pixel 4 Compressed bits./piel 4
Camera Camera
Camera maker NIKON CORPORATION
[‘zmem model NIKON D2 I Camera model
F-stop F/3.8 F-stop F/3.8
Exposure time 1/25sec. Exposure time 1/25sec.
150 speed 150-400 52 150 speed 150-400 -
Remove Properties and Personal Information Remove Properties and Personal Information

Belows are the image propedof the same photo. Left hand side is original,
right hand side is after modified by Photoshop CS3.
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,

=

iy

| General | Sec:uri’ry| Details | Previous Version5|

Property Value

Comments
Origin
Authors
Date taken 22/6/2010 7:05

Program name Ver.2.00

m

Diate acquired
Copyright

Image
Image 1D
Dimensions 4288 x 2848
Width 4288 pixels
Height 2848 pixels
Horizontal reselution 300 dpi
Vertical resolution 300 dpi
Bit depth 24
Compression
Resolution unit 2

Color representation Uncalibrated

Bemove Properties and Personal Information

[ OK ][ Cancel ] Aoply

Properties of original photo

| General I Security| Details | Previous \c’ersion5|

Property Value -
Comments
Crigin
Authaors L
Date taken 22/6/2010 7:05 3
Program name Adobe Photoshop C53 Win...
Date acquired b
Copyright
Image
Image 1D
Dimensions 1600x 1063
Width 1600 pixels
Height 1063 pixels
Horizontal resolution 300 dpi
Vertical resolution 300 dpi
Bit depth 24
Compression
Resolution unit 2
Color representation Uncalibrated S
Bemove Properties and Personal Information

Properties of Modified Ipota

After photo editing,tetagi i Pr ogr am nameo fromas been
originally AVer.2.000 to. TAdobe Phot
ADPMDP GO wi |l | make use of this tag,

2.3.2) Digital Signature

As there are netandardsolutions carprevent unauthorized modification on
digital photos The bestwayis detecting the digital photos have been
unauthorized modified or not. The digital signature scheme caridrelp

ensure the follows in digital photos:

I Authentication

Only digital caneras are authorized to create digital photo (JPEG
files). All JPEG files must be combined together with a digital

signatur e.
secret.

1 Integrity

Camer a

Unauthorizednodification can be detected whilgyial photos with

digital signature
1 Nonrepudiation

Only the

camer a

manufacturers

that generated the digital photos can be classified and ensured.

(Ref. :How to construct identitpased signatures without the key escrow
problem [10], An ID-based aggregate signature scheme with constant pairing
computations [11], On the Validity of Digital Signatures [12], PKI, Elliptic
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Curve Cryptography, and Digital Signatures [13], Methods for image
authentication: a survery [14], Reconstion of electronic signatures from
eDocument printouts [15], Efficient mang-one authentication with
certificateless aggregate signatures [16], Secure Group Communications
Using Key Graphs [17], On the Efficient Implementation of FairNon
repudiation 18], NON-REPUDIATION WITH MANDATORY PROOF OF
RECEIPT [19],Analysis Of The Effectiveness Of Error Detection In Data
Transmission Using Polynomial Code Method )20]
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2.3.3) Cryptography

As digital signature scheme has been propossgtography must be employ.

For the wide distribution for the digital photos, a high security encryption for
protecting the digital signature is necessargnd t h e f-key b | i
cryptographyo wild.l be the best appro
't does not l i ke ASymmetri c dxehgngeal g
of one or more secrets keys between sefdigital cameras / manufacturers)

and recipientguser). The publikeys can be widely distributes to alver the

world without cause.

(Ref. Crypto: When the Code Rebels Beat the Governa8aving Priacy in

the Digital Age. 1], MULTIMEDIA DATA ENCRYPTION IN BLOCK-
BASED CODECS [22], Encryption Key Management Strategy [23], Breaking
the data encryption standard using networks of evolutionary processors with
parallel string rewriting rules [24], Publi€ey Cryptography based on Coding
Theory [25], Visual Cryptography Schemes with Reversing)[26]

2.3.4) Steganography

In order to keep the encrypted digital signature in a safety,pateiqus of
digital geganography (Information hidingill be the good refieencesAfter
made use of ithedigital photoscan be distribute and viewed by the public as
usual but the digital signatuhas been encrypted and embedded within the

JPEG files.

Thereasons for applying steganography together not cryptography alone is the
digital signatures doot attract attention to the JPEG imadgieemself
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Secret
Info.

Em bed

Visual image j Stego image

(Ref.: Authentication and Secret Message Transmission Technique Using Discrete
Fourier Transformation [27], A New Algorithm for Hity Gray Images Using Blocks
[28], Listega: listbased steganography methodology [29], IMAGE SECURITY AND
RECOGNITION SYSTEM [30], ContSteg: ContourBBased Steganography Method
[31])

2.4) Risks managementDifficulties & Challenge9

Design & General New JPEGIPG File Formatas standard ~A Di gi t al
Photo Modificati ¢DPMDDHFGect or for mat o

As it is impossible fora end user like méo modify a digital camerdor
generate our own JPG fitlirectly. Therefore | needed to design a module for
convertighoaée ®POOtosodo into dPrGoown f
ADPMDPGo wi | | b entegtatesthegcomgptd of BXYF, Digital
SignatureEncryptionand steganographggether.

2.4.1) Limit edinformation from Camera Manufacturers about this topic:
As those digitalcamera manufacturers may not provide any information.
need to study the manufacturingrglard and compare the originaiqiocs
and modified photofom a pool of sample.
So, a collectiorof manufacturingtandard must be on hand.

2.4.2) Sample photos fromdifferent Digital Camera Manufactures:
Original photos took by different digitahmeramanufacturers. i.e. NIKON,
CANON, Olympus Panasonie et c .
So, a Pool of sample photos should be collected.

2.4.3) Deciding the encryption method:
As there are so muchmeryption method at the world. Itmust bedecided
carefully in applying which one to the systeeig. PSKT K| P, Twof i
etc.
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2.4.4) Solution for proving successful of Digital Photo Modification Detection.
Using two set of Sample Photos (Original & Modified Phptodgo the
System and perform the Checking. The result / accuracy for the system will
be showed.

2.4.5) To avoidthe progress stuck within the system development:
Any partsof the system (e.g. listed at the above) may get problem during
devel op mesaparte thé Gystem into several moduleShe
developmenfor each module of the system can be pause / skip @viy
to the next module easily. And all skipped modules could be pickup upon
available.

2.5) Chapter Summary

This chapter presented therrent situatie  f or A Di gi t al Phint o E
the world. Analysis the existing techni
limitations and the approachesmy research are@lso introduced th@eneral ideas

for new JPEG file formatii Di g i t aviodifieatioo Detector format (DPMD

J P Gfordhe new systemit Di gi t al Phot o Modi f.i cati on
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3. Outline for the System

3.1) Introduction

Anewt rustabl e ADiIigital Photo Ballist
ADiIi gital Phot o Mo d iDfPiMidge devetopedinethie c t o
project.

ADPMDO has been div-eydteam$. i nt o three m
1 Fake Digital Photo Detector (FDPD)
71 Digital Photo Protector (DPP)
1 EXIF/HEX Data Display
And each suisystem is made up of several modules, thgitof the system
will be described afterward.
In order toensuring the compatibilitior the newformat of digital photos The
new system shouldoncernthe enhancemerior the popular digital photo file
for mat ~ A J P E Gash&é&safyA heey JPEG filestandavd-
fiDigital Photo Modification Detector format (DPMIPGY will be defined
Also, i D P RacubBystem will be createdspeciallytogener at e -t he
JPGOnd ADPPO i s di f-bystenedod to itisodestgriee to lmet h
embedded insidine digital cameras.

3.2) Methodology

Themost <critical parts for the ADPMDO
image file). Because of the trusty system are deperatirije security, and the
secure level of the system atependingn data protectionTherefore, the
system devel opment is -IBGasmannkthne d

Themethodologese mp | oy e d bagfollénMd:P MD 0
o Algorithmsfor Digital Signature,
o Cryptography
0 Steganography

321) 16st Pr Deferdort Imagen& EXIF information

In order to potect thedigital photcs (even a signal pixeBndsecurehe EXIF
data, the system will generate a digital signaturedahphotoindividually.
The calculation for the digital signature is included the information for the
EXIF Data & image itself.

So, ay unauthorizedanodificationsfor the photo or EXIF data can be detected
by verify the digital signature and the JPEG file.

HitH
3.2.2) 2 0 rPubtection: Defend onDigital Signature (Cryptography)

At2003,Shamir & Tromer made an e®WRLmat i
Devi c e-bit RSA Kepcan be broken by their suggested hardware device
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machinearound a year. And tteostfor the devicevasa bout fda f ew d
mi | I i on AB200b d-tahk@ masledanother similar estimation and cost
about 200 million ddérs for his proposed machilkc cor di ng t o Mo
it can be assume that their proposed machine / solution takes considerably less
than a year by latest powerful hardware.

Based on Shamir & Tromer's estimate, Kaliski (20@3y recommenthe
belowRSA key lengths depending on how long data is intended to remain
confidential:

Recommended RSA key sizes depending on lifetime of confidential data

Lifetime of datasecurity(Up to Year) RSA key sizi

Up to 2010 1024 bits
Up to 2030 2048 bits
Up to 203 onwards 3072 bits

Shamir & Tromer believed that the scfde software solution would not
beyond 500 bits, so they proposed a hardware solution.

Thorsten Kleinjung (one of the experts who broke R&A) estimatedthat to
factorizeRSA-1024by softwarecould takes around 8.4 million CPU years.
(This estimation is specifically 8.4 million uniprocessor PCs, taking into
account memory and data transfer requirements).

Ferguson & Schneier (2003) in Practical Cryptograptgage233) are actually
more conservate than the RSA recommendations:

"The absolute minimum size for n is 2048 bits or so if you
want to protect your data for 20 years. [...] If you can afford it
in your application, let n be 4096 bits long, or as close to this
Size as you can get it."

Therefore, RSA 409bit scheme will be employed in this systesnience RSA
with this key Il ength is considered t
even for the short furfure.

(Ref. The Security of All RSA and Discrete Log Bits[3PpstQuantum
Sigratures B3], A Security Plane for Publish/Subscribe based Content Oriented
Networks [34)
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SteganographyUtilize the EXIF metadata field

By reference tdhefile properties of the santgital photo(JPG file)in
Microsoft Windows A subset of EXIF headerould be shown.

Top of left hand sideshown theEXIF value oforiginal photq the othershown
the EXIF value after thgphotohas beemodified byphoto editing sofewares.

= IMG_3326.JPG Properties =5

| General | Semrity| Details | Previous Versions|

— | ™
= IMG_3326.PG Properties [

| General | Sec:Jrity| Details | Previous Versions|

Property Value

Origin
Authors
Date taken
Program name
Date acquired
Copyright

Image

16/1/2010 15:25

Image 1D
Dimensions

Width

Height

Horizontal resolution

3456 pixels

Vertical resolution

Bit depth 24
Compression

Resolution unit 2
Color representation sRGE
Compressed bits/pixel

Remove Properties and Personal Information

Property Value

Origin
Authors
Date taken
Program name
Date acquired
Copyright

Image

16/1/2010 15:25

Image ID
Dimensions
Width
Height
Horizortal resolution T2 dpi
Vertical resolution T2 dpi
Bit depth 24
Compression

Resolution unit 2
Color representation sRGE
Compressed bits./pixel

5184 x 3456
5184 pixels
3456 pixels

ACD Systems Digital Imaging

Remove Properties and Personal Information

[ ok

| [ cancel |

roperties of original photo.

— B

| General | Semrity| Details | Previous ‘u"ersion5|

[ ok [ cancel

]

| = IMG_3326,jpg Praperties
I

| General | Semrity| Details | Previous Versions

b4

l
1 Property Value e I Property Value -
Origin Origin
Authors B Authors —
Date taken 16/1/2010 15:25 Date taken 16/1/2010 15:25
Program name Capture NX224W E Program name Adobe Photoshop 7.0 =
Date acquired Date acquired
Copyright Copyright
Image Image
Image ID Image 1D
Dimensions 5184 x 3456 Dimensions 5184 3456
Width 5184 pixels Width 5184 pixels
Height 3456 pixels Height 3456 pixels
Horizortal resolution 72 dpi Horizontal resolution 72 dpi
Wertical resolution 72 dpi Vertical resolution T2 dpi
Bit depth 24 Eit depth 24
Compression Compression
Resolution unit 2 Resolution unit 2
Color representation Uncalibrated Color representation sRGE
Compressed bits/picel - Compressed bits/piel i
Remave Properties and Personal Information Remove Properties and Personal Information

Photo modied by Nikon Capture NX2

(

0K

][ cancel

]

Apply

(

OK | [ Cancel || feply

"Photo modified by Photoshop 7.0
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— F n -
1 | General I Seca.lrity| Details | Previous Versions| | General I Securit)'| Details | Previous Versions

Property Value - Property Value -
Origin Origin

Authors B Authors

Date taken 16/1/2010 15:25 Date taken 16/1/2010 15:25

Program name: Adobe Photoshop CS3 Win... = Program name Adobe Photoshop C55 Windows |E
Date acquired Date acquired

Copyright |4 Copyright R
Image Image

Image 1D Image ID

Dimensions 1600x 1067 Dimensions 1036x 691

Width 1600 pixels Width 1036 pixels

Height 1067 pixsls Height 691 pixels

Horizontal resolution 72 dpi Horizortal resolution 72 dpi

Vertical resolution 72dpi Wertical resolution 72 dpi

Bit depth 24 Bit depth 24

Compression Compression

Resolution unit 2 Resolution unit 2

Color representation sRGE Color representation sRGB

Compressed bits/pixel - Compressed bits/pixe! o

Remove Properties and Personal Information Remove Properties and Personal Information
[ OK ] [ Cancel ] Apply [ 0K ] [ Cancel ] Apply

Photo maodified by Photoshop CS3 Photo maodified by Photoshop €S

: | General I Sec:.lrity| Details | Previous Versicns|
i Property Value |ﬂ
Origin
Authors
Date taken 16/1/2010 15:25
Program name E
Date acquired
Copyright
Image
Image 1D
Dimensions 5184 3456
Width 5184 pixels
Height 3456 pixels
Horizortal resolution T2 dpi
Vertical resolution T2 dpi
Bit depth 24
Compression
Resolution unit 2
Color representation sRGE
Compressed bits/pixel |3
Bemove Properties and Personal Information
[ ok || cancel || spy

Exception:Photo modofied byightroom3.3

After photo editingoy most of the Photo editing progranesXIF Tag-
APr ogr awill beaxhargedom original value to the name of the photo
editing software

ADPMB GO wi |l | ma k ehe ansrgptea digitat slgnature wilhbg ;
placed here.

(Ref. : A Security Plane for Publish/Subscribe based Content Oriented
Networks [],)
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3.3) Hardware limitations

A subsystemii Di gi t al Phot o Pd q
to convert nor malkl PIGRG ffiilllee
format.In order to provide a simple way for different W
camerd 0 out put-JPBé& & EoPthedt \f\ NN e
modern technology, i very properly to embed the
executable suBystem (program) into the electronic -
componentsRrogrammable EmbeddabldC,
Chips).Recently not only a programgven the
whole LINUX or Windows (OS) System can
be embedded in to a chip withirhardware
device (e.g. Broadband Router, Network
Attached StorageNASé et c . )

Therefore, b cameras will be able to output
t he A-DIPKaReremployed the chip.

With Programmable Chips, almost all
devices can work according to the
instructions of programmer.

And the programmer can control the
device in a flexiblavay by insert
different programs into the chips.

There are so many electronic devices / equipment at the nharkedmbedded
programmable chips inside.

Airstation
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3.4) Draft of the SystemDesign

In order to make the SystefdPMD) more feasiblethe system will be design
on module basas belowAll modules can be developed separately

3.4.1) Fake Digital Photo Detctor (FDPD)

Main Module(Program)which will be distributed to the user for detecting
fake photosThe user can just input digital photos to finegram;the
program can do the analysis for those photos and identify thosesareto
ADPMD-JP@ or not. Ard also check those photos have been modified or
not.

1.) Check the inputted

ipg Photo is DPMD or - 2.) Check the jpg Photo - 3.) Compare two Digital

not is DPMD or not. Signature.
Generate the Digital (AttachedOne vs.
a.) Check are the Signature if it is GenerateOne)

Photo created by
fDPMDoor not? 1
By checking the word
fDPMDoexisting in
the Field of 4.) Output the Result
fCreation Softwareo
under EXIF or not.

a.) EXIF of the Photo N
General| Summary b.) Omits the field of
fCreation Softwareo
vabe ° during general the digital
signature
42885 pixels
A
o 1
' :indw c.) Key = fEquipment Makeo+
V‘\IIKON CORPORATION . ﬁ:amera MOde|6+
NIKOH D305 fSerialNumber(Key-in temporary)o
Wer.1.00 ’
o SRGB
o Flash d.) Encrypt the fDigitalo
34 mm 9 N
b signatureoby the Key
1/500 sec,
150-200
Mode Pattarn
[ Light Source Unknown ~
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3.4.2) Digital Photo Protector (DPP)

A D P P 0SulkSystem that used tmovert the inputted IR files (original
photos)i nt o AJCPPAWD f i .[Tlssubsystemadan be embeed

into programmablehips andhe chipscan benstalledinto the digital
camera.

1.) Take Photo by 2.) Generate Digital 3.) Create the Protected Image
Digital Camera - )

Signature (DPMD-JPG file)

a.) Put the word
a.) Photo . fDPMDo
T e [ into the EXIF-Tag ~
'Creation Software'

& insert the
fEncrypted Digital Signatureo
into the EXIF-Tag ~
'User Comment'.

c.) Omits the field of
fCreation Softwareo&
[ User Commentr
during general the digital
signature

d.) Private Key = fEquipment Makero
+ fiCamera Modelo+
fSerialNumber(Key-in temporary)o

l
g:::m e.) Encrypt the fDigitalosignaturedby
o the Private Key

sec
150200
ttttttt

) Metering g Mods
0 uig

3.4.2.1) Showing basic information for the inputted photo.
3.4.2.2) Digital Photo Analysis

3.4.2.3) Digital Signature Generator.
3.4.2.4) Data Protection with Strong Encryption
34.24.1) A0Ori gi nal 71 BEncrgptioa Engioer 0
34242) nDi gital Photo Modification De

3.4.3) EXIF/HEX Data Display
Show more detail information to the user regarding to the inputted JPEG file.

3.5) Chapter Summary

This chapter briefthe design & structer f or A Dprddded the n d
alternate for the hardware limitation in this project (physically modifying a
digital camera)Also explainthe reason for choosirtgosecorresponding
algorithms which will be employeloly the system
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4. Analysis and DesigniDi gi t al Phot o Modificat

4.1) Overview
Software Development Methodology:

Il will apply an Object Orientated me
Devel opment Process (USDP)O0O during
effective, individual, us f ul obj ect s/ modul es of sof
Model ing Language (UML) O will be app
A

Resources
Time
-
Inception  Elaboration Construction Transition
Business value is delivered incrementally in
time-boxed cross-discipline iterations.
Inception | Elaboration Construction Transition
I1 El | E2 C1 c2 c3 c4 Tl | T2
Business Modeling L—
Requirements B |
Analysis & Design J/f D s e
Implemeantatian _'_.__r__,...r-*"""r |
Test | T | T
Deployment L [T
Time =>
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4.2) Functional Requirement

ADPMDO has been sutsystemsiceatding taheiofunttionale e
natures as blows:

A, Fake Digital Photo Detector (FDPD)

1 To analysis the inputted photo and classify it is original output by
digital camera or not

i Will be distributed to the end user all over the world.
B, Digital Photo Protector (DP)

1 Convert normal JPG file into DPMDPG file, the most important
unit of DPMD.

T  Will be embedded into a chip and install inside the digital camera

1 The following DPP will be a Demo version which running on the PC
environmenduringdemonstation

1 All the information mention afterword is based on this Demo version.
C, EXIF / HEX Data Diplay

1 Display File in HEX mode and show part of the EXIF info.

1 Developed mainly based on the system testing purpose.

1  Anintegratedool used tchelp during photo analysis.

4.2.1 ) Fake Digital Photo Detector (FDPD)

4211) Check the i nputted JPdMotificdtien ar
Det ect o (DP¥MD»IP@)artnat.
1 If DPMD format: Check the JPG by DPMD checking process.
1 Otherwise Check the JPG via nddPMD checking process.

4.2.1.2) Output the result: Original / Possibility for Modified

4.2.1.3) Output the Name for Possible Image t&di/ Processor has been
used.
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4.2.2 ) Digital Photo Protector (DPP)
4.2.2.1) Showing basic information for the inputted photo.
Display the analysis result from FDPD.
4.2.2.2) Showing basic information for the inputted phota

1 The objective for this section is analysis the inputiP& photo,
and collects useful information for further calculation &
Encryption.

1 The following information should be collected by this section from
the inputted JPG file. (e.g. Camera information, Shooting Data,
| mage Structure é etc.)

4.2.2.3) Digital Signature Generator.

1 Check the image structure & camera information for the inputted
digital phot o, then generate t
inputted Photo.

4.2.2.4) Data Protection with Strong Encryption.

APublic Keyo wildl be applied dur
42241) A0Ori gi realt bEnrgption Engine.

7 Key-1. Wi | | be hold by #AaDigital P

only.

1 Key-2: Will be hold by the Camera Manufacturers only.
It can minimize theiskssuch aacking andracking.

42242) ADigital Photo Modification O
Generate the New JPG file in AD
For mat®@PMD for mat JPG). It 6s f ul
JPG/JPEG file viewer. All images in DPMIPG can be view/edit by
all image viewer/editor/processor normally.

4.2.3)EXIF / HEX Data Display
4.2.3.1 )Show the HEX Data for thieputted Photo
4.2.3.2 )Show EXIF Data for the inputted Photo.
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Number:0301-0509-0303



OXFORD BACHELOR OF SCIENCE Term 1, 2011
BROOKES Joint Honours Computer &
UNIVERSITY Information System Final Year Project

4.3) System Architecture/ Structure 1 (UML)

4.3.1 ) Activity Diagram
According toMDdhewidlasupg8 subssfy3R ems; t hey ar
ADPPO & AEXItR MdiBPXad o. Esystdamcanwdre pendenc
separately. The follows are the activity diagrams presenting the activities within each
subsystem.

'-------'-------------------------

Fake Digital Photo
Detector (FDPD)

Display the photo
preview

User

Check the Photo is

“\DPMD-JPG or not

. L . [Yes]
Find the original signature by >
decrypt the encrypted key

[No]

Generate the fiNew signatureofrom Check the EXIF Tag i iCreation
9 - Softwareod/ fProgram Nameoof that
the photo by current JPG file IPG file

Input Photo to
FDPD

signatures

( Display the checking result

Check the photo has been
modified or not by Comparing two Display the checking result

N

Q\/

-------t-------------------------

r-------------------------
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As there are not available for produce the chip and install it intdigjfital
camerafDPRYis rumingon a PCthe PC willsimulatethe chip of DPP
embedded. The activt i e s shbwedaDfEIlENWO

.. Collect & Display
US_er/ : Digital Photo necessary data of the
Camera . Protector (DPP) JPG File
0 Display the photo preview & Show
0 basic information for the inputted photo Verify itG DPMD-JPG or
not
0
[ ] [Yes]
0 Find the foriginal signatureo by
Input Photo to decrypt the encrypted key
FDPD [NoJ
Generate the MNew 5|gnatureofr0m \ — ;
the photo by current JPG file Check the EXIF Tag 1 rCrt?atlon
Softwared/ fProgram Nameoof that
JPG file

Check the photo has been

modified or not by Comparing two
S|gnatures

< Display the checking result

N

/\/\

Display the checking result >

Enter the Serial
Number of the
digital camera

Ask the user to input Serial
Number of the digital camera for
further operation /\

« [User have no data input]

7
[User inputted data]
Generate digital S|gnature from the
( info. of Orlglnal IPG File > Display the result of file converﬂ@

Convert the |nputted Photo in
( Encrypt the digital S|gnature DPMD-JPG >

r---------------------------------
oo oO0OOOOOMV OO

------J--------------------------
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User

Input Photo to the
System

: EXIF / HEX Data :
. Display .
¢ Display the photo Display the EXIF & HEX Data ¢
0 preview of the inputted photo 0
] ]
¢ ¢
0 Check the EXIF Tag i fiCreation 0
0 Softwared/ fiProgram Nameoof that 0
JPG file
0 0
ocococoocoodoccscsccscssosososoooooooooooooooold

4.3.2 )Use Case Description

According to the above information, there @éinree main functions provided
by DPMD. The following use case diagram can identify those basic
components within the systefidemo Version)

4321 )

Basic components afse case

Actor

User. Everyone who using the digital camera andi&ing DPMD for
photosandysis.

The user who take the photo and the user who perform the photo ana
can be different people.

Pre Condition

All JPG files inputted to the system must be digital photo source from
digital camergincluding Original/Modified Photewith EXIF heade).

According to this is th®emo \ersion of DPMD. All JPG file inputted to
DPP wi l | b e k nowmenaratedii dgital aarnendar |
further process.

User must have digital camera or digital photos.

User must have a computer platform whichsapr t ed by DP
requirement.

Post Condition

The AEXIF |/ HEX Dat a Diosltheagtual i
photo analysis result should be verified by wsih FDPD.

Basic Flow

Userinputdigital photo to DPMD

User generatdigital signaturdoy DPP

User encrpt the digital signature by DPP

User create DPMEPG byDPP

User check the photo analysis report from FDPD

User verify the result by EXIF / HEX Data Display
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4.3.2.2 ) User level use case

Digital Photo Modification Detector (DPMD)

<<include>>

Display EXIF data  }-----------=> Display HEX data

<<include>>

Analysis the photo  f-———->=> Output analysis result

<<include>>

Collect basic info.  }--———--—-= Collect camera info.

<<include>>
Display verification
result

Verify file type

User
<<include>>
Get serial number ~ }-----= Gengrate digital

signature.
<<<<< <<include>>

Encrypt digital

signature
<<include>>
Convert DPMD-JPG
Name:HO Ki Fai, DANIEL Page430f 171
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4.3.2.3 ) Use cas Grid
ID | Function Use Case Actor
A EXIF / HEX Data Display- Display EXIF data Display EXIF data User
B EXIF / HEX Data Display- Display HEX data Display HEX data User
C FDPD- Analysis the photo Analysis the photo User
D FDPD- Output the analysiresult Output analysis result User
E DPP- Collectbasic info form EXIF Collectbasic info. User
F DPP- Cdlect camera info. from EXIF Collectcameranfo. User
G | DPP- Verify image file type. Verify file type User
H DPP- Display verification resit Display verification result User
| DPP- Get the serial number Get serial number User
J DPP- Generate digital signature Generate digital signature User
K | DPP- Encrypt digital signature Encrypt digital signature User
L | DPP- Convet DPMD-JPG Convert DPMD-JPG User
The use case details breakdown for the system as below:
A, EXIF / HEX Data Display Display EXIF data
Element Description
ID A
Application EXIF / HEX Data Display
Name Display EXIF data
Description User can get EXIF data mtnce of the inputted digital photo
Primary Actor User
Pre condition User must inputted a JPG file generated by digital camera (with EXIF header)
Post condition | Nil
Trigger User selected the JPG file and clicks
Basic flow 1. SekctEXIF / HEX Data Display
2. Userselect JPG file
3.Click fARefl ashbo
Alternate flow User can select other application oth
Name:HO Ki Fai, DANIEL Paged44of 171
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B, EXIF / HEX Data Display Display HEX data

Element Description

ID B

Application EXIF / HEX Data Display

Name Display HEX data

Description User can view the raw data of the photo (JPG file) in the format of HEX code

Primary Actor

User

Pre condition

User must inputted a JPG file generated by digital camera (with EXIF header)

Post condition | Nil
Trigger User selected the JPG file and clicks
Basic flow 1. Select EXIF / HEX Data Display
2. User select JPG file.
3. Click ARefl ashbo
Alternate flow User can select other application oth
C, FDPD- Analysis the photo
Element Description
ID C
Application FDPD
Name Analysis the photo
Description Detect the photo has been modified or not by analysis it.
Primary Actor User
Pre condition User must inputted a JPG file generated by digital carfweith EXIF header)
Post condition | Nil
Trigger User sel e appbcdtionn FDP DO
Basic flow 1. Select AFDPDO
2. User select JPG file.
Alternate flow User can select other application oth

D, FDPD- Output the analysis result

Number:0301-0509-0303

Element Description

ID D

Application FDPD

Name Output the analysis result

Description Di splay the photo analysis result fro

Primary Actor User

Pre condition Userc | i cked @ Aniand yfsAmsal yosuitst otnhe phot oo.

Post condition | Nil

Trigger Userclicitngt he A Anal ysi so0 button.

Basic flow 1. User clicks fAAnalysiso button.

2. User view the photo analysis result.

Alternate flow User can select other application oth
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E, DPP- Collectbasic info.from EXIF
Element Description
ID E
Application DPP
Name Collectbasic analysis info. of the photo
Description Get basiEXIF info. (photo editing relatedyom the JPG file
Primary Actor User
Pre condition User musselectech JPG file generated by digital camera (with EX&adber)
Post condition | Nil
Trigger User clicking fiReflasho button.
Basic flow 1. Select ADPPO
2. User select JPG file.
3. User click AReflasho button
4. CollectbasicEXIF info. from EXIF.
5. Display basic EXIF info. to the User.
Alternate flow User@an select other application other t
F, DPP- Collectcameranfo. of EXIF
Element Description
ID F
Application DPP
Name Collect &display necessary info. of the photo
Description Get the necessary info. info from EXIF. (Camera info.)
Primary Actor User
Pre condition User must selected a JPG file generated by digital camera (with EXIF header)
Post condition | Nil
Trigger User clicked fAReflasho button.
Basic flow 1. Get camera info. from EXIF.
2. Display camera info. to the user.
Alternate flow User can select other application oth
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G, DPP- Verify image file type.

Element Description
ID G
Application DPP
Name Verify image file type
Description Identify the inputted photo is DPMDPG or not.
Primary Actor User
Pre candition User must selected a JPG file generated by digital camera (with EXIF header)
Post condition | Nil
Trigger User clicked fAReflasho button.
Basic flow 1. Check the file is in DPMEPG format or not.
2. Display result to the User.
Alternate flow Usercan select other application other

H, DPP- Display verification result

Element Description

ID H

Application DPP

Name Display verification result

Description Verify the photo has been edit or notthgse collected info., then displayethesult.

Primary Actor User
Pre condition User must selected a JPG file generated by digital camera (with EXIF header)

Post condition | Nil
Trigger User clicked AReflasho button.

Basic flow 1. Verify the photo has been edit or not by those collecteed in
2. Display result to the User.

Alternate flow User can select other application oth

|, DPP- Get the serial number

Element Description

ID |

Application DPP

Name Get the serial number

Description Coll ect the CameomgédUWserSeri al Number f

Primary Actor User
Pre condition User must selected a JPG file generated by digital camera (with EXIF header)

Post condition Nil

Trigger User clicked AReflashodo button.

Basic flow 1. Get the Serial Number from the User.

Alternate flow Use can select other application other
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J, DPPi Generate digital signature

Element Description

ID J

Application DPP

Name Generate digital signature

Description Generate the digital signature for the inputted JPG by necessary info. mifiotioe

Primary Actor User
Pre condition User must selected a JPG file generated by digital camera (with EXIF header)

Post condition | Nil

Trigger User clicked fAGenerate Original Photo
Basic flow 1. Gathering all the necessary datéhe digital signature.

2. Generate the digital signature.

3. Display the digital signature.

Alternate flow User can select other application oth

K, DPPi Encrypt digital signature

Element Description

ID K

Application DPP

Name Encryptdigital signature
Description Encrypt the digital signature

Primary Actor User

Pre condition The original digital signature must be generated.

Post condition | Nil

Trigger User clicked AEncrypt the Original Ph

Basic flow 1. Encryp the digital signature.
2. Display the Encrypted digital signature.

Alternate flow User can select other application oth

L, DPPi Convert DPMDBJPG

Element Description

ID L

Application DPP

Name Convert DPMDJPG

Description Convert thaénputted JPG file in DBMEIPG format.

Primary Actor User

Pre condition The AEncrypted Digital Signatured mus

Post condition | Nil

Trigger User clicked fGendDPND-IPCHPNMDt t emage Fil

Basic flow 1. Combine thea afl Ersdrgynmtt utrleed dviigih t he

2. Display the status for the status of file generation.

Alternate flow User can select other application oth
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4.3.3 ) Sequence Diagram

T
! New Gen. Signature
T T

T
|
|

User DPMD Main Module Photo Analysis Module Signature Module Encrypt Module Decrypt Module DPMD-JPG Generator
| Photo (JPG format) | i i i i
1 1 . | | |

| | |

Photo Preview i i i
Photo (JPG format) | | |

| | |

| | |

Analysis Result i i i

| | |

EXIF Data | | |

| | |

User HEX Data | | |
| | |

Photo (JPG format) | i i !
. 1 | | |

Photo Preview Photo (JPG format) ! ! !
| | |

| | |

Photo info. Analysis Result ! ! !
Photo (JPG format) | |

| | |

T |

New Gen. Signature i

|

|

|

|

|

|

Enbrypted New Gen. Signaturé

Eﬁcrypted New Gen. Signéture

Photo "DPMD-JPG"|
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4.4) User Interface Design

The bellows ar¢he draft design and the basic functions for the DPMD system

and i-sySteansAsit just a draft design, it may be different with bemo
& Final release version.

45.1) Fake Digital Photo Detector (FDPD)

1.) Enter the Target File (Path & Name) here, and it will be passed to fPhoto Protectiono& fEXIF / HEX Dataa

2.) Check the EXIF info. (e.g. Creation Software) and do the Analysis. (e.g. Perform Decryption if DPMD image has been detected.)
3.) Output the Result after analysis. (DPMP File or not? Originally output from Digital Camera or not?)

Target File (image): ‘_FAIOOOQS.jpg ‘ Browse Target Preview

Analysis C

DPMD File (image)? Yes @ NO Q
Has been modified? Yes @ NO Q Unclassify Q

Creation Software | Adobe Photoshop CS3 Windows
(EXIF info.):
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45.2) Digital Photo Protector (DPP)

Although the suisystem DPP will be embedded inside a programmable chip
actually. But the user interface is necessary in this demo version.

1.) Get the Target File (Path & Name) from fFDPDa
2.) Generate the DPMD protected image by enter the fiSerial Numbero& clicking 3 buttons.

Fake Digital Photo Detector
(FDPD) Photo Protector EXIF / HEX Data \

[ Basic info. ]

Target File (image): ‘_FAI00095.jpg ‘ Reflash
DPMD File (image)? Yes @ NO Q
Has been modified? Yes @ NO Q Unclassify Q

Photo Editing info.: | Adobe Photoshop CS3 Windows

Target Preview

Target File (image): ‘_FAIOOOQS.jpg Encrypt the fOriginal Photo Signatured C ]

Equipment Make: ‘ NIKON CORPORATION fEncrypted Signatureo

Camera Model: ‘ NIKON D2X ‘

SampleEncryptedDigitalSignature @#! @#! @#!$%$%E &
_ %*\96(&*)O*(_+()*&* W &S $H H@YoH @Y &$68 Y6
SRl ‘ 1234567890 %&UREYREYERYRETYRYUTRIYTIYTIYTIJFDHGSGFG
DFGSDTR%W%W9%YEGF12344D!@# @$#)**)*&(FGFaf
Key: NIKON CORPORATIONNIKON att#$7@*....."0"...SampleEncryptedDigitalSignature
D2X1234567890

Generate fOrigina Photo Signatured C

Generate DPMD image File (DPMD-JPG) C ]

SampleDigitalSignature!@#gddfggfdgfgggffadoip[od@#$4
1234231556345756yg$#%"43r,.kn;knsdfk;kjfldskhf; fl;kdjf Image Status: | DPMD-JPG File has been generated! ‘
ldfasdf<><>@#@#%356ytsifdj83yrphf;Inc.n.n.biuAFIHF;L

JFNDFKF;LIF[$%$#@%56456etewtewtt#$ TREWRTERdSs
fgsdf#l @#@!1%5é "0*é é é é ....SampleDigitalSignature
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45.3) EXIF/HEX Data Display

1.) Get the Target File (Path & Name) from fFDPDa
2.) Show the HEX Data & EXIF Data of the image file for reference.

Fake Digital Photo Detector
9 Photo Protector EXIF / HEX Data
(FDPD)
Target File (image): |_FAI00095.jpg ‘ Reflash Target Preview:
HEX Data: P
A
T
EXIF Data:
General | Securty | Details | Previous Versions |
Property Walue o
Comments
Qrigin
Authors L
Date taken 22/6/2010 7:05 1
Program name Adobe Photoshop C53 Win
Date acquired
Copyright
Image
Image 1D
Dimensions 1600x 1063
Width 1600 pixels
Height 1063 pixels
Horizortal resolution 300 dpi
Wertical resolution 300 dpi
Bit depth 24
Compression
Resolution unit 2
Color representation Uncalibrated i
Remove Propeties and Personal Information

45) Chapter Summary

This chapter provided much more solid information andahsicmodel forthe
systemthe analysis and the design approaches of the DPMD have been
presented very clear, such as:

Software Development Methodology, Functional Requirement, System
Architecture / Stucturei ( UML) , User I nterface Desi
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5. Testing and Implementation

., Overview
This chapter will present the necessary information related to testing on the
system. The covered area such as: To

As system testing could be viewthe most important part for system
development which aimed to ensuring the system achieves its objective and
error free.

Testing Objective
1 System matched with the function requirement

1 System running smoothly and error free
1 All program code are correct

Testing Tools
Hardware configuration

1 PCL: Lenovo Thinkpad201 Tablet(T/N: 3093RZ4)
0 CPU: IntelCorei7 L640(2.13GHz)
0 RAM: System 4GB (Physical 4GB)
o Hard disk: 28GB, SSD
1 PQC2: Lenovo Thinkpad SL400 (T/N2743MQB)
0 CPU: Intel Core 2 Duo T5870 (2GHz)
0 RAM: System ~3GB (Physical 4GB)
0 Hard disk: 250GB, 5400rpm
1 Digital Cameras:
o Canon EOS 7D
o Canon S90
o Canon IXUS 300HS
o Nikon D2X
o0 Nikon D3X
o Nikon D90
o Olympus EP1

o0 Panasonic GA
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0 Pentax kx
o Sony A500
Software Configuration
1 Microsoft Windows 7 Enterprise édit Englishw/ MLP
1 Microsoft Windows XP Professional 32t English(SP3)w/ MLP
1 Python2.6
1 HEX Viewer
0o HHD Hex Editor Neo
1 EXIF Viewer
0 Windows File Explorer (Windows XP buith)
o Nikon View 6
0 Exif2htm
0 ACDSee Photo Manager 12
1 Photo editing software
0 ACDseePhoto Managet?2 for Windows
0 Adobe Photoshop CS3 for Windows
o0 Adobe Photoshop 7.0 for Windows
0 Nikon Capture NX 2.2 for Windows
o Nikon View Editor 6.2.7 for Windows
Sample Photos

In order to ensure the credibility for the result of system testing, more
sample photos faest will provide more meaningful result. Thus, there will
be a collection of sample original photos which took by digital cameras in
different brand names:

e.g. Canon, Nikon, Olympus, Panasqientax & Song et c .

And also another collection of samgdited photos output by different
photo editing software:

e.g.ACDSee System, Nikon Capture NX&d obe Phot osho

Name:HO Ki Fai, DANIEL Pageb4of 171
Number:0301-0509-0303



OXFORD
BROOKES
UNIVERSITY

BACHELOR OF SCIENCE
Joint Honours Computer &
Information System

Term 1, 2011

Final Year Project

o Original Photos (direct output from different digital cameras)

Sample photos took bganon EOS 7D

SimpleTap
Ll
B ® 11 o) (¢ & =% 2 O B
Browser GeoTag Edit | Transfer Movie Edtor | Focus Point Rotate 9043ICW Rotate S083IW Print Log Matching my Picturetown SlideShow | Convert Files

4 Sort ABC
my Picturctown Favorit

Loginto to easily upload
yourfiles from ViewNX 2. my Picturetown
allows you to store, organize, and share
yourfiles oniine.

Login

c J MG_: IMG_3387.PG
= [ Sample_Photo —|
= I Modfy
= | _Orginal
Canon IXUS 300HS
Canon 590
Nikon D2X
Nikon D90
Olympus E-P1
& [} ACDSee IMG_3410.JPG
= Nikon_Capture_NX
Nikon_View_Edit
Photoshop7.0
1 [l PhotoshopCs3
B Source
<] 18182:5D
I OneNote Notebooks - .
AppData 2\ -,_A
Contacts
Deskiop
Downloads

5_3533.J IMG_3534 JPG IMG_3535.JPG IMG_3556.JPG
Favorites
Links.

My Music
Pictures

3)[4][5](6]7/8 (9

m

: 16:01
{ - ) ¥
¢ 3 19/10/2010

., Sample photos took bganon DXUS 300HS

SimpleTap
o B 01 (¢ & =& 2 O B
GeoTag Edit | Transfer Movie Edtor Focus Point Rotate S043ICW Rotate S0%3IW Print Log Matching my Picturetown SiideShow  Convert Files
4 B Sort ABC

2 Filter
my Picturetown . Favorite

Loginto to easiy upload
yourfiles from ViewNX 2. my Picturetown
allows you to store, organize, and share
yourfiles oniine.

Loor.] IMG_1337.0PG IMG_1347.PG IMG_1348.JPG IMG_1349.JPG IMG_13500PG
= [ Sample_Photo
= I Modfy
_Original
Canon EOS 7D
Canon IXUS 300HS!
Canon 590
Nikon D2X
Nikon D90
Olympus E-P1
B ACDSee
& I} Nikon_Capture_NX
B Nikon_View_Edt
& B Photoshop7.0
B PhotoshopCS3
o I Source
& [ uos1824sD
I OneNote Notebooks
AppData
Contacts
Deskiop
Dpveloss IMG_1368.JPG 2 IMG_1372.0PG IMG_1373.0PG
Favorites
Links
My Music
Pictures

IMG_1351.JPG

IMG_1356.JPG IMG_1358.JPG

IMG_1359.JPG IMG_1360.JPG IMG_1361.JPG

IMG_1374 JPG

m
. 1602 |
A 1971072010
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Sample photos took bganon S90

L] @ [l ) (¢] &

Browser GeoTag Edit | Transfer Movie Edtor Focus Point

e oBN B

my Picturetown

Rotate S043ICW Rotate 9083W
Sort ABC

Lognto to easiy upload
your fles from ViewNX 2. my Picturetown
allows you to store, organize, and share

your files online

= [ Sample_Photo
= I Mody
= I _Orginal

Canon EOS 7D
Canon IXUS 300HS|

Canon 590
Nikon D2X
Nikon D90

Olympus E-P1

B ACDSee

r [} Nicon_Capture_NX

B Nicon_View_Edit

1 I} Photoshop7.0
B PhotoshopCS3
o I Source

r [} U0s1824sD

I OneNote Notebooks

AppData

Contacts

Desktop

Downloads

Favorites
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Sample photos took biikon D2x

2 O B

Print Log Matching my Picturetown SlideShow | Convert Files

IMG_1325JPG

IMG_1334.PG

IMG_1317.JPG

SimpleTap _____

2, Filter

IMG_1318.JPG

IMG_1327.JPG

IMG_1335.PG

(]
1602 |

- ) W
« 3 19107010
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